NMAMATKA

ANnA OBYYAIOLWMUXCA OB UH®OPMALIMOHHOW BE3OMNACHOCTU OETEN

HEJNb3A

BceMm nogpsag coobLuatb CBOK YacTHYHO MHpopMaumio (HacToswmue nms, hamunmio,
TenedoH, agpec, HOMep LUKOSbI, a Takke doTorpadum cBoun, CBOen CeMbu U OpY3en);

2. OTKpblBaTb BMOXEHHbIE (halnsibl ANIEKTPOHHOW NOYThI, KOr4a He 3Haellb OTnpaBuTens;

3. [pybuTb, NpuavpaTbCcs, oKasblBaTbh JAaBMNEHWE - BeCTU cebsi HEBEXTMBO N arpeCcCuBHO;

4. He pacnopspkancsa geHbramm TBoern cembh 6e3 paspeLleHns cTapLumx - Bcerga
crnpawmBan pogurtenen;

5. He BcTpevaics ¢ VIHTepHeT-3HakoMbIMU B pearnbHOM XU3HU - MOCOBETYNCS CO
B3pOCIbIM, KOTOPOMY [OBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobLlum 06 aTom
CBOUM poauTeNsaM UNn ornekyHam;

2. [lpurnawatoT nepenucbiBaTbCs, Urpatb, 0OOMeHMBaTLCS - NPOBEPb, HET N MNOABOXA;

3. HesakoHHOe konuposaHue annos B IHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBai B3pOCrbiM 0 npobrnemax B CETU - OHU BCerga noMoryT;

5. Wcnonb3yn HacTporkn 6e3onacHoCT! U NpMBaTHOCTU, YTOBbI HE NOTEPSATHL CBOU
aKkayHTbl B COLICETSIX U ApYrMX nopranax.

MOXXHO

1. YBaxan gpyrux nonb3oBaTtenen;

2. Tonb3yelwbca MHTEPHET-UCTOYHMKOM - enan CCbIfKY Ha Hero;

3. OTKpblBal TONbLKO Te CCbINKN, B KOTOPLIX YBEPEH;

4. O6LwaTtbcs 3a NOMOLLbIO B3POCIIbIM - POAUTENN, OMNEKYHbI N aAMUHUCTPaLNS CanToB
BCerga nomMoryr,

5. lNpongu obyveHue Ha cante "CeTeBUYOK" 1 NOMyYn NacnopT uMdpPoBOro rpaxgaHuHal

MpunoxeHue N 2

MHO®OPMALIMOHHAA NAMATKA AJ1A OBYYHAIOLUXCA

BE3OITACHOCTb B CETU UHTEPHET

C kaxgbIM rogom MOSoAEXMN B MHTEPHETE CTaHOBUTLCA OonbLue, a LWKOMbHUKN OOHU U3 CaMbiX
aKTMBHbIX Nonb3oBaTtenen PyHeTta. Mexay TeM, NOMUMO OrpOMHOIO KonuyecTea
BO3MOXHOCTEMN, UHTEPHET HeceT 1 nNpobriemMbl. ATa NnamATka JOSMKHa NnoMoyb Tebe BesonacHo
HaxoauTbCs B CETU.

KOMHbIOTeprIe BUPYCbI

KomnbloTepHbIN BUPYC - 3TO Ppa3HOBUAHOCTb KOMMbIOTEPHbBIX MPOrpamMM, OTIIMYUTENBHON
0COBEHHOCTLI0 KOTOPOW SIBNSAETCHA CMOCOBHOCTbL K pasmMHOXeHuo. B gononHeHne K aTomy,
BMPYCbl MOTYT NOBPEANTb UMK NOSTHOCTBIO YHUYTOXUTbL BCe (halnnbl U faHHbIE,
MOAKOHTPOSIbHbIE MOMNb30BaTEN0, OT UMEHWN KOTOPOro Bbina 3anyLeHa 3apaxeHHas
nporpaMmma, a Takke NoBpeauTb UNN AaXe YHUYTOXUTb ONepPaLMoOHHY0 CUCTEMY CO BCEMMU
dannamu B uenom. B 6onblUNHCTBE CriydyaeB pacrnpoCcTpaHATCH BUPYChl Yepes UHTEPHET.



MeToAabl 3aWmUTbI OT BpPpeAOHOCHbLIX nporpamMmm:

1. Wcnonb3yn coBpeMeHHble onepaLnoHHbIe CUCTEMBI, UMEIOLLNE Cepbe3HbI YPOBEHb
3alWnTbl OT BPEAOHOCHbLIX NporpamMm;

2. TlocTtosiHHO ycTaHaBnMBanm nayTy (UMdpPoBLIE 3annaTku, KOTopble aBTOMaTUYeCKU
yCTaHaBMMBaKTCS C Lenbio JopaboTkn nporpammbl) 1 gpyrme o6HOBRNEHNSI CBOEN
onepaunoHHon cucteMbl. CkaumBan X TONbKO C omumanbHOro canta paspaboTynka
OC. Ecnu cywecTByeT pexnm aBToMaTUYECKOro 0OHOBNEHNS, BKOYM €r0;

3. Pabotan Ha cBoeM koMMbloTepe Mo NpaBamu Nosib3oBaTens, a He agMMHUCTpaTopa.
OTO He No3BONUT BONBLLUMHCTBY BPEAOHOCHbLIX NPOrpaMM MHCTanMpoBaTbCs HA TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Kcnonb3yn aHTUBUPYCHbIE MPOrpamMmMHbIe MPOAYKTbI U3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTMyecknm obHoBreHnem 6as;

5. OrpaHuyb pusnyecknii 4OCTYN K KOMMNbIOTEPY A5 MOCTOPOHHUX NnL;

6. Wcnonb3yn BHeLHWe HocuTenn nHdopmMaLmmn, Takme Kak dneLuka, guck nnu dann ma
WHTEpHeTa, TOMNbKO N3 NPOBEPEHHbLIX MCTOYHUKOB;

7. He oTkpblBan KOMMNbOTEPHbIE dhaisbl, NONYyYEHHbIE N3 HEHAOEXHbIX UCTOYHUKOB. [axe
Te dannbl, KOTOpble Npucnan TBON 3HAKOMbIN. Jly4Lle yTOYHU Y Hero, OTNPaBnss N OH
Tebe unx.

Cetn WI-FI

Wi-Fi - 310 He BMA nepedayn gaHHbIX, HE TEXHOSOMMS, a BCero nuilb 6peHa, mapka. Ewe B
1991 rogy Hugepnangckasi komnaHus 3apeructpuposana 6peHg "WECA", yto o6o3Ha4vano
cnooco4veTaHue "Wireless Fidelity", koTopbii nepesogutcs kak "6ecnpoBogHas TO4HOCTL".

[o Hawero BpemeHn gowna gpyrast abbpesumatypa, KoTopas SBSieTCS TakoW Ke TEXHOMOMNEN.
9710 abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe ObINIO 4aHO C HAMEKOM Ha CTaH4apT BbICLUEN
3BYyKOBOWN TexHuku Hi-Fi, 4TO B nepeBoge o3Ha4aeT "BbiCOKasd TOYHOCTL".

[a, 6ecnnaTHbI MHTEPHET-0OCTYN B Kadye, OTENSIX 1 adpornopTax sBMsieTcst OTAMYHON
BO3MOXHOCTbBHO BbIXOAa B MHTEPHET. HO MHOrMe akcnepThbl cumTaloT, 4To obwenoctynHble Wi-Fi
ceTu He aBnaTca 6e3onacHbIMU.

CoBeTbl N0 6e30MacHOCTU paboThl B obwwenoctTynHbix cetax Wi-fi:

1. He nepepapai cBo nnyHyto nHdopmauuio Yyepes obienoctynHele Wi-Fi ceTn.
PaboTtas B HMX, XenaTenbHO He BBOAWTb Naposiv JOCTyna, JIOMMHbl U Kakue-To Homepa;

2. Wcnonb3yn n 06HOBMAN aHTUBUPYCHLIE Nporpammel 1 6paHamayep. Tem caMbiM Thl
obesonacuiwb cebsa OT 3aKayky BUpYyca Ha TBOE YCTPOUCTBO;

3. [pu ncnonssosanHum Wi-Fi oTkntoum pyHkumio "O6wmin gocTyn K dhannam n npuHtepam”.
[daHHaa dyHKUMS 3aKpbiTa MO YMOMYaHU0, OAHAKO HEKOTOpbIE NoNb3oBaTenu
aKTMBUPYIOT ee Ansa ygobctea ncnonb3oBaHus B paboTe nnu y4yebe;

4. He ucnonb3yn nybnuynein WI-FI ana nepegayv nuyHbIX AaHHbLIX, HANpUMep Ans
BbIXOAa B coLmarnbHble CeTU UM B SNEKTPOHHYIO MOYTY;

5. Wcnonb3yn TonbKo 3alumiieHHoe coeguHeHune Yepes HTTPS, a He HTTP, T.e. npu
Habope BebG-agpeca BBoaN UMeHHO "https://";

6. B mobunbHom TenedoHe oTknoun dyHkumo "Mogkntoyvenme k Wi-Fi asTomaTtndeckun”.
He pgonyckarn aBToMatmMyeckoro nogknoyeHns yctponctea k cetam Wi-Fi 6e3 TBoero
cornacus.

CouumanbHble ceTn
CoumanbHble ceT akTUBHO BXOAAT B HALLY XM3Hb, MHOIrMe niogn paboTatoT 1 XUBYT Tam

NnocTosiHHO, a B Facebook yxxe 3apernctpupoBaH Munnmapg YenoBekK, 4To SABMAsSEeTCA OOQHON
ceAbMOM BCeX XuTenen nnaHetbl. MHOrne nonb3oBaTenn He NOHNUMAaOT, YTO MHOpMaLMS,



pasmMelleHHaa M B coumnarnbHbIX CETAX, MOXET ObITb HAageHa N Ncnonb3oBaHa Kem yrogHo, B
TOM 4ucre He obsazaTenbHO ¢ Gnarumm HaMepeHnsaMN.

OcHOBHbIe coBeTbl N0 6€30MacHOCTU B COLMANbHbIX CeTAX:

1. OrpaHunyb cnvcok apysen. Y 1ebs B Apy3bsx He JOIDKHO BbITb CriyYanHbIX U
He3HaKOMbIX Moaen;

2. 3alwmiian CBOK YacCTHYI0 XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEIo POXAEHUSA 1 OPYTYO NNYHYI0O MHAOPMALMIO. 3rIOYMbILLIIEHHUKA MOTYT
Ncnonb3oBaTh Aaxe MHAOPMAaLIMIO O TOM, KakK Tbl U TBOW pOgUTENM NnaHmpyeTe
NPOBECTN KaHUKYIbI;

3. 3awmwan ceoto penyTauuto - 4epXun ee B YACTOTE U 3agaBain cebe Bonpoc: xoTen 6ol
Thbl, YTOObI ApYyrMe nonb3oBaTeNn BUOENM, YTO Thl 3arpyxaewwb? Nogyman, npexae yem
4YTO-TO OnybnMKoBaTh, HANUCATb N 3arpy3nTb;

4. Ecnu Tbl rOBOPULLb C NIIOABMN, KOTOPbIX HE 3HaELb, HE UCMONb3yN CBOE pearibHOe UMS
N OPYTYI0 ANYHYO MHOPMaLUK: UMS, MECTO XXUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. Wsberam pasmelleHunsn dotorpacuii B UIHTepHeTe, rae Tl n3obpakeH Ha MECTHOCTH, MO
KOTOPOW MOXHO OnpeaennTb TBOe MECTOMOSOXEHNE;

6. [Mpwu perncrtpaumm B coumanbHOM ceTn HEOBXOAMMO UCMONb30BaTh CNOXHbIE NAPOSN,
cocTosLLme 13 BykB 1 LUdpP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. [Ons counanbHom ceTu, NoYThl U APYrMx CanToB HEOBXO4MMO NCMONb30BaTh pa3Hble
naponu. Torga ecnn 1e64 B3fOMatoT, TO 3MI0YMbILLFIEHHUKM MOMAyYaT AOCTYMN TOMBKO K
OHOMY MecCTY, a He BO BCe cpaasy.

ONEeKTPOHHbIe AeHbIM

OnEKTPOHHbIE OEHbIN - 3TO 0YeHb YO06HbIM CNocob nnaTexemn, OAHAKO CyLLeCTBYIOT
MOLLUEHHUKN, KOTOPbIE XOTAT NOMYYUTb 3TN AEHbLIN.

aﬂeKTpOHHble OeHbr'n NnoABuUIIMCb cCoBCceM HeaaBHO N UMEHHO M13-3a 3TON0 BO MHOIMMX
rocygapcteax o CUX nop He nponMcaHo npo HMX B 3aKOHax.

B Poccum e oHM hYHKLMOHMPYIOT M O HUX YK NMPONUCaHo B 3aKOHe, rae UX pasaensioT Ha
HECKONbKO BUAOB - aHOHUMHbIE U HE aHOHWUMHbIE. Pa3HuLa B TOM, YTO aHOHMMHbIE - 3TO Te, B
KOTOPbIX paspeLlaeTcs NPoBOAMTL onepauun 6e3 naeHTndrKaLumm nonb3oBaTens, a B
HeaHOHUMHbIX NAEeHTUUKaLMS Nonb3oBaTens ABNSeTCs 06A3aTENbHON.

Takxke criegyeT pas3nnyaTb 3N1IeKTPOHHbIE CbI/IaTHbIe OeHbrn (paBHbI rocyaapCrtBeHHbIM
BaJ'II'OTaM) N 3NEeKTPOHHbIE He(bmaTHble OeHbln (He paBHbl rocyaapCTBEHHbIM BaJ'II'OTaM).

OcCHOBHbIe coBeTbl N0 6e3onacHon paboTe ¢ 3NIEKTPOHHLIMU AeHbramu:

1. TMpuBSXK K c4eTy MOBUIbHBIN TenedoH. 3To cambli YAO6HBLIN U BbICTPbLIN CNocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [MpuBA3aHHbIM TernedOoH NOMOXET, ecrnin 3abyaellb CBON
naaTeXHbIN Naposib UNn 3angellb Ha CanT ¢ HE3HAaKOMOro YCTPONCTRA;

2. Wcnonb3yn ogHopasoBsble naponu. Nocne nepexoda Ha ycurneHHyto asTopusaumio tebe
yXe He BydeT yrpoxaTb OMacHOCTb KpaXKu UNun nepexesaTa NnaTexHoro napons;

3. Bbibepu crnioxHbin napons. NpectynHukam 6yaeT He NPOCTo yragaTh CAOXHbIA Naporsib.
HagexHble naponu - 3170 Naponu, KoTopble cogepxaTt He MeHee 8 3HaKOB 1 BKITHOYaoT B
cebs cTpoYyHble 1 NPONUCHbIE BYKBbI, LMAPLI N HECKOSNBKO CUMBOJIOB, TaKne Kak 3HakK
ponnapa, dyHTa, BocKnMuaTenbHbli 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NNYHbIE JAHHbIE HA canTax, KOTOPbIM He JOBepseLlb.

OneKTpoHHas noyTta



OnEeKTPOHHasA noyTa - 3TO TEXHOSMOMMS 1 NpeaoCcTaBnsgemMble el YCIyr no nepechbisike 1
NONyYEHUIO SNEKTPOHHBIX COOBLLEHNI, KOTOPbIE pacnpenensitoTCa B KOMMLIOTEPHOWN CETHU.
OB6bI4HO 3NEKTPOHHbBIM MOYTOBLIN AWK BbIMMSANT criegyowmnm obpasom:
UMs_nonb3oBaTena@ums_aoMeHa. Takke Kpome nepegayum npocToro Tekcta, MMeeTcs
BO3MOXHOCTb nepeaaBaTtb anrnbl.

OcHoBHbIe coBeTbl N0 6e3onacHon paboTe ¢ INEKTPOHHOM NOYTOM:

Hapo BbIGpaTth NpaBuIbHLIN MOYTOBLIN CePBUC. B MHTEPHETE eCTb OrpOMHbLIV BbIGOP
BecnnaTHbIX MOYTOBLIX CEPBUCOB, OA4HAKO Ny4lle A0BEPATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

He ykasbiBan B NMMYHOM NOYTE NUYHYI0 MHpopMaumto. Hanpumep, ny4dwe BoibpaTb
"My3blkanbHbI_haHaT@" unu "pok2013" BmecTo "Temal13";

Wcnonb3yn OByXxaTarnHyo aBTopu3aumnio. To Koraa noMMMO napons HYy»XHO BBOAUTb
Kog, npucbinaemoivi no SMS;

BbiGepun cnoxHbin naponb. [ns Kakgoro noYToBOro silmnka 4osmkeH ObiTb CBON
HaJeXHbIN, YCTOMYMBbLIA K B3NIOMY Naporb;

Ecnu ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOW NNYHLIA BONPOC, UCMOMb3YN 3Ty
BO3MOXHOCTb;

Ncnonb3yn HECKOMNBbKO MOYTOBLIX ALWMKOB. [1epBbIi ANS YaCTHOW Nepennckn ¢
agpecatamu, KOTOPbIM Tbl AOBepSeLlb. ITO ANEKTPOHHbIM aApec He Hago MCNonb30BaTh
npv permctpauumn Ha oopymax u camrax;

He oTkpbiBan channsl 1 gpyrme BrOXeHUs B NUCbMax, AaXe eCrnn OHU MPULLAK OT TBOMX
apysen. Jlyde yTouHM y HUX, OTNPaBnsnn N oHn Tebe atn cannel;

MNMocne okoH4YaHUsA paboTbl HAa NOYTOBOM CepBuCe nepen 3akpblTUeM BKIagKku ¢ canTom
He 3abyab HaxaTb Ha "Bbintun".

KnbepobynnuHr nnu BuptyanbHoe nsgeBaTenibCTBO

KnbepbynnuHr - npecrnegoBaHme COObLLEHNAMK, COAepXKaLLUMM OCKOpONeHns, arpeccuto,
3anyrmBaHue; XynmraHcTBo; coupnanbHoe 60MKOTMPOBaHME C MOMOLLLIO Pa3NNYHbIX UHTEPHET-
CEepBUCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ KMbepObynnMHrom:

He 6pocarics B 6on. Jlyuwmnm cnocob: nocoBeToBaThCs Kak cebs BECTU U, ECNN HET TOrO,
K KOMY MOXHO 06paTuTbCS, TO BHaYane ycnokoutbcs. Ecnu Tbl HAa4YHeLWb O0TBeYaThb
ockopbneHnsaMu Ha ockopbneHus, To TONbKO eLle 6onbLUe pasoxKeLllb KOH(INKT;
Ynpaenan ceoen knbeppenytaumen;

AHOHUMHOCTb B ceTv MHUMas. CyLLecTBYyOT Cnocobbl BbIACHWUTb, KTO CTOUT 3a
AHOHMMHbBIM aKKayHTOM;

He cTtouT BecTu xynuraHckuii obpas BupTyanbHOM XuU3HU. IHTepHeT dukcupyeT Bce
TBOM JENCTBMSA U COXPaHSIET UX. Yoanutb nx byaet KpanHe 3aTpyaAHUTENBHO;
Cobnogan cBo BUPTYarbHY YeCTb CMOSIOAY;

NrHopupyn eanHnyHbIi Heratme. OQHopasoBble OCKOpPOUTENbHbIE COOBLLEHMS NyYLle
nrHopmnpoBatb. OBbIYHO arpeccus NpekpaLLaeTcs Ha HavYanbHOM CTaauy,;

BaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMY COOBLLEHNAMU, B COLMANbHbIX
CeTHAX eCTb BO3MOXHOCTb OMOKMPOBKM OTNPaBKM COOBLLEHNI C onpeaerneHHbIX aapecos;
Ecnu bl cBuaeTens knbepbynnuHra. TBoM eNCTBUS: BbICTYNUTbL NPOTUB
npecnegoBaTens, nokasatb €My, YTO ero AeNCTBMS OLLEHUBAKOTCHA HEraTUBHO,
noaaepXaTthb XepTBY, KOTOPOW Hy)XXHa NCUXONornyeckasi mMoMoLLlb, COOBLLUTEL B3POCTbIM
0 hakTe arpeccrBHOro NOBEAEHMS B CETU.

MobunbHbIN TenedoH



CoBpeMeHHble cMapTOHbI U NaHwWeTbl cogepxat B cebe BnonHe B3pochnbi OYHKUMOHArM, 1
Tenepb OHW MOTYT KOHKYpPUpOBaTb CO CTauMOHapHbIMU KoMnbloTepamu. OgHako, cpeacTs
3aWwnTbl ANs Nog06HbBIX YCTPONCTB NoKa 04eHb Marno. TecTupoBaHue 1 NOUCK YS3BUMOCTEN B
HUX NPOMCXOOUT He Tak MHTEHCUBHO, Kak aAng K, To e camoe kacaeTcs N MOBUIbHbIX
NPUNOXEHUMN.

CoBpeMeHHble MOBUnbHble Gpay3epbl yke NPaKTUYECKN OrHanM HacToNbHbIe aHanorv, OgHaKko
paclunpeHmne yHKLMOHana BreyYeT 3a coboi 6omMbLUYO CIOXHOCTb Y MEHbLLIYHO
3aLLUMLLEHHOCTD.

[aneko He Bce npon3soanTenn BblMyCKakoT obHOBNEHMA, 3aKpblBakOLLMEe KPUTUHECKNE
yA3BMMOCTU OJ1A CBOUX yCTpOIZCTB.

OcHoBHbIe coBeThbl sl 6e3onacHOCTM MOGUuNbHOro TenedoHa:

Huuero He siBnsieTcs no-HacToslemy GecnnaTHbIM. Byab ocTopoxeH, Bedp koraa Tebe
npeanaraloT 6ecnnaTHblA KOHTEHT, B HEM MOTYT ObiTb CKPbITbI KAKMe-TO nraTHbIe YCIyru.

[dyman, npexge yem otnpasute SMS, oTo unu Buaeo. Tbl TOYHO 3HaeLb, rae oHu ByayT B
KOHEYHOM untore?

Heobxoanmo 06HOBNATL ONEpaLMOHHY0 CUCTEMY TBOEIro CMapTOHa;
Mcnonb3yn aHTMBUPYCHbIE NpOrpamMmMbl 45151 MOOUNbHBLIX TeNedOoHOB;

He 3arpy>|<a|?1 npunoXxeHuma ot HeN3BEeCTHOIo NCTOYHUKA, Beb OHN MOTYT COAEPXKaTb
BpeaoHOCHOEe nporpaMmmMmHoe obecneveHue;

Mocne Toro Kak Thbl Bblgellb C canTa, rge BBOAUI NNYHY MHopMaLumio, 3angm B HACTPOKM
Opaysepa n yganu cookies;

I'Iepmop,mqecm nposep;nh, Kakune nraTtHble YyCIyrn aktTuBnMpoBaHbl Ha TBOEM HOMEpPE,

[aBan cBon Homep MOBUNBHOro TenedoHa TOMbKO MOASAM, KOTOPbIX Thl 3HAELb U KOMY
AoBepsiellb;

Bluetooth gormkeH ObITb BbIKIOYEH, KOrga Tbl UM He Nonb3yellbed. He 3abbiBan nHorga
NpoBepPSTL 3TO.

Online urpbl

COBpeMeHHbIe OHJ'IaIZH-I/IprI - 9TO KpaCo4Hble, 3axBaTbliBaroLllne pa3BrieveHnd, obbeguHawLmne
COTHW TbICAY 4YerioBeK No BCeMy MUpy. MFpOKM ncenenyT OAHHbIV M Mup, obuatoTtes apyr c
AOPYrom, BbINOJTHAKT 3adaHuNA, CpaXatkoTCA C MOHCTpaMn U NONy4aroT OnbIT. 3a yaoBoOJibCTBUE
OHU NNaTAT: NOKYyNnakT ANCK, onna4vynearoT aboHeMeHT unm np|/|o6peTa+0T Kakne-1o onuun.

Bce aTv cpeacTBa nayT Ha noadepkaHve 1 pas3BuUTHe Urpbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aLMK, BbiMyCKaloTCA HOBble NaTyy (LMGpPOoBbLIE 3annaTku
AnNs Nporpamm), 3aKpblBaloTCA YA3BMMOCTM CEpBEPOB.

B nogoGHbIx nrpax ctouTt onacatbCqA HEe CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXun TBOEro
naposnd, Ha KOToOpoM OCHOBaHa CcuctemMa aBTopu3aunmn ©onbLUNHCTBA nrp.

OcHOBHbIe coBeTbl N0 6e30MacHOCTU TBOEro UrPpoOBOro akkKayHTa:



1. Ecnu gpyron urpok Beget cebsa nnoxo unm cosgaet tebe HenpusaTHOCTU, 3abnokmpyn
€ro B CMMCKe UrpoKoB;

Moxxanynca agMMHUCTpaTopaM Urpbl Ha NIIOXoe NoBeAeHNe 3TOro Urpoka, XKenaTenbHo
NPUNOXNTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB,;

He ykasbiBan nu4Hyo nHdopmauuio B npodanne urpsbl;

YBaxaln Apyrux y4acTHUKOB MO Urpe;

He yctaHaBnuBan HeodmumanbHbie nativ 1 Moapl;

Ncnonb3yn cnoxHble 1 pasHble naponu;

[axe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTMBUPYC. [oKa Tbl UrpaeLlb, TBOM
KOMMbIOTEP MOTYT 3apasnThb.

N

NOo Ok W

PUWKHr nnn KpaXxa NMNMYHbIX AaHHbIX

O6bl4HOM KpaXkeln OeHer U AOKYMEHTOB CEerofHs Y>Ke HUKOro He YAMBULLb, HO C Pa3BUTUEM
WHTEPHET-TEXHOSIOMMI 3MTOYMBbILLSIEHHVKM NEPEMECTUITNCE B UHTEPHET, N NPOAOIDKAOT
3aHMMmaTbes "nodumbiM" genom.

Tak nosiBMnacb HoBas yrposa: MHTEPHET-MOLLUEHHUYEeCTBa UK OULLINHT, FNaBHas Lenb
KOTOPOro COCTOUT B NOMyYeHUM KOHDMAEHUMANbHbLIX AaHHbIX Nofb3oBaTesien - NorMHoB 1
naponeun. Ha aHrnuinckom a3bike phishing untaetcsa kak dounwwmHr (ot fishing - peibHas noens,
password - naporsib).

OcHoBHbIe coBeTbl N0 6opbbe ¢ hUINHIrom:

1. Cnepawn 3a cBouM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa bbina
B3rloOMaHa, To Heobxoanmo 3abnokmposaTb ee 1 cCoobLLMTL aAMUHMUCTPaTOpam pecypca
06 9TOM KaK MOXHO cKopee;

2. Wcnonb3yn 6e3onacHble Beb6-canTbl, B TOM YMCIe, UHTepPHET-Mara3vHOB N MOUCKOBbIX
cuUcTeMm;

3. Vcnonb3ayi cnoxHble n pasHble naponu. Takum obpasom, ecnu Tebst BanoMmatoT, TO
3M10YMBILLIIEHHWUKM NOMyYaT AOCTYN TOMbKO K OOQHOMY TBOEMY NpOoduUIiio B CETU, @ He KO
BCEM;

4. Ecnu tebsa Banomanu, To Heob6xoaumMo npeaynpeamTb BCEX CBOMX 3HAKOMBbIX, KOTOpbIe
pobasneHbl y Tebs B Opy3bsix, O TOM, YTO Tebs B3rioManu U, BO3MOXHO, OT TBOEro
nmeHun byaeT paccbinaTbCs crnam M CChINKU Ha (PULLIMHIOBbLIE CanThl;

5. YcrtaHoBu HagexHbin naposb (PIN) Ha MOBUIbHBIN TenedoH;

6. OTknoun coxpaHeHne napons B 6paysepe;

7. He oTkpbiBayn thannsl 1 Apyrve BRNOXeHWUs B MMCbMax, Aaxe eCrnv OHU NPULLK OT TBOUX
apy3sen. Jlydle yTouHn y HUX, oTApaBnanu nn oHu Tebe atn dannol.

Uudposas penytayus

LindbpoBasi penyTtaums - 3To HeraTMBHas UnNu NO3UTUBHasS MHopmMaums B ceTu o Tebe.
KomnpomeTupytoLwasn nHpopmMaLms, pasMmeLleHHasi B UHTEPHETe, MOXeT cepbe3HbiM 06pa3om
OTpa3nTbCs Ha TBOeW peanbHon XnsHu. "Lindposas penytaumsa” - 3To TBON UMUOXK, KOTOPbINA
dhopmupyeTcsa n3 nHdopmauumn o Tebe B MHTEPHeTE.

TBOE MECTO XUTENbCTBA, y‘-le6bl, TBOE CbI/IHaHCOBOG nosoXeHne, 0CobeHHOCTH XapakTtepa un
pacckasbl O OnNn3Kknx - Bce 3TO HaKanMBaeTCs B CETU.

MHorne nogpoCTKM NErkOMbICIIEHHO OTHOCATCA K NyGnvkauum NMYHon nHopmMaumm B
NHTepHeTe, He NOHMMas BO3MOXHbIX NOCNEeACTBMI. Thl Jaxe HE CMOXeLLb JoraaaThbCsi O TOM,
4yTo hoTOorpadus, pasmeLleHHast 5 neT Ha3aa, ctana NPUYMHON OTKa3a NPUHATL Tebs Ha
paborTy.



KommeHTapun, pasmelyeHne TBomx dootorpaduin n gpyrme ENCTBUS MOTYT HE UCHE3HYTb Aaxe
nocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3HaELb, KTO COXpaHWUI 3Ty MHdopMaLumio, nonana nu
OHa B MOUCKOBbIE CUCTEMbI U COXpaHWUach N OHa, a rMaBHoe: YTo NogymatoT o Tebe
OKpy>KatoLLue nioaun, KoTopble HangyT 1 yBUOAT 9T0. HanTn nHopmMaLmo MHOMO fieT crnycTa
CMOXeET ntobon - kak N3 Jobpbix NOBYKAEHMI, TaK U C HAMEPEHNEM NPUYNHUTE Bpes. ITO
MOXeT BbITb KTO YrogHO.

OcCHoOBHbIe coBeTbl No 3awuTe LUcpoBon penyTaLuu:

1. Togyman, npexae yem 4To-TO Ny6rMKkoBaThb M NepefasaTh y cebs B 6rore nnm B
couuarnbHom ceTu;

2. B HacTpowkax npochunga yctaHOBU OrpaHNYeHnss Ha NPOCMOTP TBOEro nNpoduns u ero
COOEepXXMMOro, caenan ero Tonbko "ans gpysen”;

3. He pasmelian n He ykasblBan MHOpMaLuio, KOTopas MOXET KOro-nnbo ockopbnstb
nnu obmxatb.

ABTOpCKOEe npaBo

CoBpeMeHHbIe LLKOMbHWKN - aKTUBHbIE NOSb30BaTENM LMGPOBOro npoctpaHcTea. OaHako
[aneko He BCe 3HAlOT, YTO MOSIb30BaHME MHOMMMM BO3MOXHOCTSIMU LMdpoBOro Mupa tpebyet
cobntofeHnsa NpaB Ha UHTeNNeKTyanbHy COGCTBEHHOCTb.

TepMuH "vHTENNeKkTyanbHas COBGCTBEHHOCTL" OTHOCUTCS K Pa3fiMyHbIM TBOPEHUSM
4YerioBeYeCcKoro yma, HaunmHas ¢ HOBbIX N300peTEHNIN 1 3HaKOB, 0603HaYalLWNX COBCTBEHHOCTb
Ha NPOAYKTbI N YCIYIn, U 3aKkaH4MBas KHUramu, otorpadunamm, KnHomunbemMmamm 1
MYy3blKanbHbIMW NPOM3BEAEHVSMM.

ABTOpCK/E MpaBa - 3TO NpaBa Ha UHTENNeKTyanbHyt0 COBCTBEHHOCTb Ha NPOU3BEAEHUS HAYKK,
nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYMAOT B KAYECTBE rapaHTUM TOro, YTo
WHTENNeKTyanbHbI/TBOPYECKUA TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy cripaBeAnuBbie
BO3MOXHOCTM 3apaboTaTh Ha pe3ynbTaTtax CBOero Tpyaa, nonyuntb U3BECTHOCTb U NPU3HAHME.
HukTo 6e3 paspelueHnsi aBTopa He MOXET BOCMPOU3BOAUTb €r0 NPOU3BEAEHME,
pacnpocTpaHsiTh, NyGMYHO JEMOHCTPMPOBATL, MPOAABaTL, MMMNOPTMPOBAaTb, NyckaTb B NPOKAT,
nyGNNYHO MCMOMHATb, NOKa3blBATL/UCMONHATL B 3hMpe unu pasmellaTs B IHTEpHeTe.

Ncnonb3oBaHue "nupaTckoro” nporpaMMHoOro obecneyeHnss MoXeT NPUBECTM K MHOMUM PUCKaM:
OT NOTepu AaHHbIX K TBOMM akkayHTaM [0 GMOKMPOBKM TBOEro YCTPOWCTBA, rae yCTaHoBMeHa
HeneranbHas nporpamma. He ctouT Takke 3abbiBaTh, YTO CyLLECTBYIOT fieranbHble U
GecnnaTHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETU.

O nopTane

CeTeBUYOK.pch - TBOW rMaBHbIA COBETYUK B CETU. 34eCb Tbl MOXELLb Y3HaTb O
©e30MacHOCTN B CETU NOHATHBIM 1 OOCTYMHbLIM A3bIKOM, @ MPYU BO3HUKHOBEHUN KPUTUYECKOM
cuTyaumm obpaTuTbCs 3a COBETOM. A TakKe MPUHATL y4acTMe B KOHKYPCax U CTaTb CaMbiM
LUMdPOBLIM rpaxkgaHnHoMm!



