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OIIPEJAEJIEHUA
B HacTosAIEeM TOKyMEHTE HCIIONIB3YIOTCA CIEYIOLINE TEPMUHBI U UX ONPENCICHUS.

ABTOMaTI/I3I/Ip0BaHHaH CUCTEMaA — CUCTEMA, COCTOAIIAA U3 IIEPCOHATIA U KOMIIJICKCA
CpE€ACTB aBTOMAaTU3alllH €I0 ACATCIBPHOCTH, PCATTU3 YOI as I/IH(l)OpMaI_II/IOHHYIO TCXHOJIOT'HUIO

BBITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITHIA.
AyTeHTHGUKALMSA OTIPABUTES JaHHBIX — [IOATBEPKICHUE TOTO, YTO OTIPABUTEIID
MOJYYECHHBIX JJAHHBIX COOTBETCTBYET 3aBICHHOMY.

Be3onacHoCTh NEPCOHAIBHBIX JAHHBIX — COCTOSHUE 3alIUILEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTEPU3YEMOE CIIOCOOHOCTBIO M0JIb30BATEIEH, TEXHUUECKUX CPEACTB U
UH(POPMALIMOHHBIX TEXHOJIOTUH 00ecTIednTh KOH(PUICHIIMATbHOCTb, 1IEIOCTHOCTh U
JOCTYITHOCTh MIEPCOHAIBHBIX TAHHBIX MTPU UX 00padOTKe B MHPOPMAITMOHHBIX CHCTEMAax

NEPpCOHAJIbHBIX JTaHHBbIX.

BuoMerpuueckue nepcoHajbHble JaHHbIE — CBEJICHUS, KOTOPHIC XapaKTePU3YIOT
(u3HoIOrNUecKre 0OCOOCHHOCTH YEJIOBEKa U Ha OCHOBE KOTOPBIX MOKHO YCTAHOBHTH €TO
JMYHOCTB, BKIItOYast poTorpaduu, OTIeyaTky NaibleB, 00pa3 ceT4aTky ria3a, 0COOCHHOCTH

CTPOEHHS Tella U IPYTYIO MOJA00HYI0 HH(OPMALIHIO.

BJIOKHPOB&HI/IC MNEPCOHAJIBHBIX TAHHBIX — BPEMCHHOC IIPEKPAIICHUC c60pa,
CUCTEMATU3alluH, HAKOIIJICHH A, UCIIOJIB30BaHWA, PACIIPOCTPAHCHUS, ICPCOHAJIBHBIX JAHHBIX, B

TOM YHUCJIC UX IICpCaAavn.

Bupyc (koMIbIOTEepHBbIH, IPOrPaMMHBII) — HCIIOIHAEMBIN IPOIrPAMMHBIA KOJT UJIU
UHTEpHpPETUPYEMBbI HA0Op MHCTPYKLUH, 00Ia1al0IMK CBOWCTBAMH HECAHKIIMOHUPOBAHHOTO
pacnpocTpaHeHusl U camoBocnpoun3BeneHus. Co3naHHble TyOIMKaThl KOMIIBIOTEPHOIO BUpYyca HE
BCErJia COBMAJIAIOT C OPUTUHAIOM, HO COXPAHSIOT CIIOCOOHOCTD K JjalibHeHIIeMy

PaCIIpOCTPaHCHHUIO U CAMOBOCITPOHU3BCICHUIO.

BpenonocHasi nporpamma — nporpamma, npeJHa3HauyeHHast 1JIsl OCYIIECTBICHUS
HECAaHKI[MOHUPOBAHHOIO JOCTYTA U (WJIM) BO3IEUCTBUS HA IEPCOHATIbHBIE IAHHBIE UJIH PECYPCHI

MH(OPMaLIMOHHON CUCTEMBbI IEPCOHATBHBIX JaHHBIX.

BcnomorartebHbIe TEXHHYECKHE CpeacTBa U CUCTEMbI — TEXHUYECKUE CPEACTBA U
CUCTEMBI, HC MTPECAHA3HAYCHHBIC JJI IIEPCIaAdn, 06pa6OTKI/I N XpaHCHU IIEPCOHATIBHBIX TaHHBIX,

YCTaHaBJIMBAECMBIC COBMECTHO C TCXHUUCCKHUMU CPEACTBAMU U CUCTEMaMU, TPCAHA3HAUCHHBIMU



JUIA O6pa6OTKI/I MNEPCOHATIBHBIX JAHHBIX WX B IOMCIICHUAX, B KOTOPBIX YCTaHOBJICHBI

I/IH(I)OpMaL[I/IOHHBIe CUCTCMBI IICPCOHAJTIbHBIX JaHHbIX.

JocTyn B onepanuoHHYI0 cpeay KOMNbHTepa (MHPOPMAIIMOHHON CHCTEMBI
NMEePCOHATBbHBIX JIAHHBIX) — MTOJIYYeHHE BO3MOKHOCTH 3aITyCKa Ha BBIMOJHEHUE ITATHBIX
KOMaH, QYHKIUH, TPOLeTyp ONEepPallHOHHON CUCTEMBbI (YHUUTOKEHUSI, KOUPOBaHUS,

HepeMEeIeHHs U T.I1.), UCTIOHAEMBIX (aijIOB MPUKIIAJHBIX IPOTPAMM.
Joctyn k HHGOPMAIIMK — BO3MOKHOCTh TOTY4eHUSI HH()OPMAINH U €€ UCTIOIb30BaHUS.

3ak1a104HOe YCTPOHCTBO — 3JIEMEHT CPE/ICTBA CheMa HH(OPMAINH, CKPHITHO
BHEJIPAEMBII (3aKiI1a/bIBaMBbIii HJTH BHOCHMBII) B MECTa BO3MOXKHOT'O CheMa HH(popManuu (B
TOM YHUCJIC B OrpaKaACHUEC, KOHCTPYKIUIO, O60py,I[OBaHI/IC, NpeaAMETBI MHTCPhEpPA, TPAHCIIOPTHBIC

CPEJIICTBA, a TAK)KE B TEXHUYECKUE CPEACTBA U CUCTEMBI 00pabOTKM MHGOPMAIUN).

3amumaemasi uHopmanusi — vHGoOpMaIHsI, IBISIOMASLCS TPESIMETOM COOCTBEHHOCTH
U TIOJIJIeKAIIast 3alUTe B COOTBETCTBUH C TPEOOBAaHUSMU MPABOBBIX JOKYMEHTOB MU

Tp€6OBaHI/I$IMI/I, YCTaHaBJIMBACMbIMU CcOOCTBEHHHUKOM I/IH(l)OpMaHI/II/I.

NaenTudukanus — npucBoeHue cyObeKTaM U 00bEKTaM JI0CTyNa ACHTU(DUKATOPA U
(unu) cpaBHEHUE MPEABIBIIEMOr0 HICHTU(UKATOPA C IEPEYHEM ITPHUCBOCHHBIX

UIECHTU(DUKATOPOB.

HNudopmaTuBHBIi CUTHAJ — STIEKTPHUUYECKHUE CUTHAIIBI, aKyCTHUECKUE,
AJIEKTPOMATrHUTHBIC U JIPYTUe PUINICCKUE OIS, TT0 ITapaMeTpaM KOTOPBIX MOXKET OBITh
packpbITa KOHpHUACHIHaTbHast uH(popMalus (epcoHaNbHbIE TaHHbIe) oOpabaTkiBacMast B

MH(OPMaLIMOHHON CHCTEME NEPCOHANIbHBIX JaHHbIX.

Nudopmanuonnasi cucrema nepconaabHbix faHubix (UCIIn) — undopmanuonnas
CUCTeMa, TIPEJICTABISIONIast COO0H COBOKYITHOCTD MEPCOHANBHBIX JAHHBIX, COAEPIKAIUXCS B
0a3e JaHHBIX, a TaK)Ke MH(DOPMAIIMOHHBIX TEXHOJIOTUM U TEXHUYECKUX CPEJICTB, MTO3BOJISIOIINX
OCYIIECTBISATH 00PabOTKY TaKUX MEPCOHANBHBIX JAHHBIX C UCTIOIB30BAHUEM CPECTB

aBTOMaTHU3alluu UJIN 0e3 UCITOJIBb30BaHNs TaKUX CpEACTB.

HNudopmanuoHHbie TEXHOJOTHH — TIPOIECCHI, METOBI TOUCKA, COOpa, XPaHEHU,
00paboTKH, MPeOCTaBICHUS, paCIPOCTPaHEHUSI HHPOPMAIIMHU U CITIOCOOBI OCYILIECTBICHUS

TaKUX MPOLECCOB U MCTOIOB.

Hcnoab3oBanue NEPCOHAJIBbHBIX JAHHBIX — JIencTBUs (OHCpaI_II/II/I) C IICPpCOHAJIbBHBIMU

JaHHBIMH, COBEPIIACMBIC OIICPATOPOM B LECIIAX ITPHUHATHA peHIeHI/II\/II HJIN COBCPUHICHUSA MHBIX



JEHCTBHM, TOPOXKIAIONINX IOPUINYECKUE TIOCIEACTBUS B OTHOIICHUH CYObEKTa MEPCOHABHBIX
JTAHHBIX WU APYTUX JUI] TUO0 WHBIM 00pa30oM 3aTparuBaronIiX MpaBa U CBOOOIBI CyOhEKTa

NEPCOHATIBbHBIX TAHHBIX WA APYIUX JIWII.

Hcrounnk yrpo3nl 6e30nacHOCTH HHPOPMAIUMH — CYOBEKT IOCTYIa, MaTepUaTbHBII
00BEKT UM (PU3HUYECKOE SIBICHUE, SBISIOIINECS IPUUYNHON BOSHUKHOBEHUS YTPO3bI

0e301acHOCTH HH(POPMALIHH.

KonTposmnpyemas 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 3AaHNUE, YACTh 3JaHUS,
IIOMEIIEHHUE), B KOTOPOM HUCKIIFOYEHO HEKOHTPOIMPYEMOe NpeObIBaHHE TOCTOPOHHUX JIMIL, &

TAKKC TPAHCHIOPTHBIX, TCXHUYCCKUX U MHBIX MaTCPUAJIbHBIX CPCACTB.

KonpuaeHuuaabHOCTh MEPCOHATbHBIX TAHHBIX — 00513aTEILHOE JIJIsI COOJTIOICHHS
OTEPATOPOM WJIM MHBIM TOJYUYUBIIHUM JIOCTYII K TIEPCOHATLHBIM JaHHBIM JIUIIOM TpeOOBaHUE HE
JOIYCKaTh UX pacnpocTpaHeHue 0e3 coriacusi CyObeKTa MepcoHaNbHBIX TAHHBIX WM HATUYHUS

HWHOI'O 3aKOHHOI'O OCHOBaHM.

Me:xceTeBoii IKpaH — JOKaIbHOE (OJHOKOMIIOHEHTHOE) WIIH
(b yHKIIMOHaIBbHOpACTPEeNIEHHOE TPOrpaMMHOE (MIPOTrPaMMHO-aNapaTHOE) CPEICTBO
(KoMILIEKC), pean3yromiee KOHTPOJIb 32 HH(OpMAaINUeH, ITOCTyIaromeld B THHOPMAITMOHHYIO

CUCTEMY NIEPCOHANIBHBIX JaHHBIX U (MJIN) BBIXOAIIEH U3 MHPOPMAIIIOHHOW CHCTEMBI.

Hapyummresb 6€3011aCHOCTH NEPCOHAIBHBIX JAHHBIX — (PU3MUYECKOE JIUIIO0, CITY4aliHO
WJIU IIPETHAMEPEHHO COBEpIIAKOLIee JCHCTBUSA, CICACTBUEM KOTOPBIX SBJISETCSA HApyLIECHUE
0€30MacHOCTH NMEPCOHAIBHBIX TAaHHBIX IPU UX 00pabOTKE TEXHUYECKUMU CPEICTBAMU B

I/IHq)OpMaI_II/IOHHBIX CUCTEMAX MEPCOHATIBHBIX TAHHBIX.

HeaBTromaTusnpoBanHasi 00padoTka NepcoHATbHBIX JAHHBIX — 00paboTKa
NEPCOHAIBHBIX JaHHBIX, COIEPXKALIUXCS B UH(POPMALIMOHHON CUCTEME NEPCOHATBHBIX TAHHBIX
1100 U3BJICUYEHHBIX U3 TAKOW CUCTEMBI, CUNTAETCS OCYLIECTBICHHOMN 0€3 UCTIONb30BaHUS
CPEJCTB aBTOMATU3alMK (HEaBTOMaTU3UPOBAHHOM), €CIIM TaKhe JEHCTBUS C IEPCOHATbHBIMU
JAaHHBIMH, KaK UCII0JIb30BaHUE, YTOUHEHUE, PACIIPOCTPAHEHUE, YHUUTOKEHHUE NIEPCOHANIBHBIX
JAHHBIX B OTHOILLIEHUH KAXKJIOTO U3 CyOBEKTOB MEPCOHAIBHBIX IaHHBIX, OCYILIECTBIISIIOTCS pU

HCMMOCPCACTBCHHOM YUAaCTHUH YCJIIOBCKA.

HeIleKJIapI/IPOBaHHble BO3MOKHOCTH — (i)YHKI_[I/IOHaJ'II)HI)Ie BO3MOXHOCTH CPEACTB

BBIYHCIIMTEIILHOM TCXHUKH, HC OIMMMCAHHBIC NI HEC COOTBCTCTBYIOIIHUEC OIMMCAHHBIM B



JOKYMCHTAIIMH, IIPH UCIIOJb30BaAHUH KOTOPHIX BO3MOXXHO HAPYIHICHUC KOH(l)I/II[eHHI/IaJ'II)HOCTI/I,

JOCTYITHOCTH HJIU LIEJIOCTHOCTH 00pabdaThiBaeMOi HH(POpMAIUH.

HecaHKIIMOHMPOBAHHBIN 10CTYN (HECAHKIIMOHUPOBAHHBbIE 1eHCTBUSA) — JOCTYM K
uHpOpPMAaLIUU WU IeHCTBUA ¢ MH(OpMaIieid, HapylIaronuue npaBuia pa3rpaHUueHus TOCTYIa C
HCITOJIb30BAaHUEM IITATHBIX CPEJICTB, MPEIOCTABIAEMbIX HHPOPMAIIMOHHBIMU CUCTEMAMU

NEPCOHATIbHBIX TaHHBIX.

Hocuresas ungopmanuu — pu3nyueckoe JIMIO0 WIK MaTepHaIbHBINA 00bEKT, B TOM YHCIIe
¢duznyeckoe 1ose, B KOTOPOM MH(POPMaLUsA HAXOIUT CBOE OTPAKEHHE B BUJE CUMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUYECKUX PELIEHUH U IIPOLIECCOB, KOJUYECTBEHHBIX XapaKTEPUCTUK

q)HSquCKI/IX BCJINYHMH.

O0e3MunBaHue MEPCOHATBbHBIX JAHHBIX — JIEUCTBUS, B PE3YyJIbTaTe KOTOPBIX
HEBO3MOKHO OIPEIEIUTh IPUHAIIECKHOCTh NEPCOHANBHBIX IaHHBIX KOHKPETHOMY CYOBEKTY

NEPCOHATIBHBIX TaHHBIX.

O0padoTKa nmepcoHAJBHBIX JAHHBIX — JEHCTBUSI (ONEpalii) ¢ IEPCOHAIbHBIMU
JTAHHBIMH, BKJIFO4asi COOp, CHCTEMATH3allMI0, HAKOIUICHUE, XpaHCHHE, YTOYHEeHUE (OOHOBIICHHE,
M3MEHEHUE), UCTIOIB30BaHKE, pacIIpocTpaHeHue (B TOM YKCIe Tiepeiavy), 00e31MIruBaHue,

6J'IOKI/IpOBaHI/Ie, YHUYTOXKCHUC IICPCOHAJIBHBIX JaHHBIX.

OO0uenocTynHbIe NEPCOHAIBHBIE JAHHbIE — IEPCOHANIBHBIC JAHHBIE, JTOCTYII
HEOrPaHMUYEHHOI'0 KpyTa JIUL K KOTOPhIM MIPEJOCTABIIEH C COTJIACUs CyObEKTa MePCOHAIBHBIX
JaHHBIX WJIK Ha KOTOPBIC B COOTBETCTBUU C (1)€I[epaJ'II>HI>IMI/I 3aKOHAMH HE paclpOCTPaHACTCA

Tpe6OBaHI/Ie CO6J'IIOI[€HI/I$I KOHCI)I/II[eHI_II/IaJ'IBHOCTI/I.

Oneparop (mepcoHaJBHBIX JaHHBIX) — TOCYJaPCTBEHHBIN OpraH, MyHUITUTIAIbHBII
opras, IOPUINIECKOE I (PU3UIECKOE JINII0, OpTraHU3YIoIIee U (MIJIH) OCYIIECTBIISIONIEE
00paboTKy MepCcoOHaIbHBIX JaHHBIX, a TAKXKE OMPEAEISAIONIUE IeTTH U CoAepKaHe 00padOTKH

NEPCOHAIbHBIX TaHHBIX.

TexHun4yeckue cpeacrsa HHPOPMANMOHHON CHCTEMBI IEPCOHAIBHBIX JAHHBIX —
cpeacTBa BEIYHCIINTETEHOMN TEXHHUKH, I/IH(ZbOpMaI_[I/IOHHO-BI)I‘-II/ICJ'II/ITCJ'H)HBIC KOMIIJICKCHI U CE€TH,
CpeZCTBa M CUCTEMBI Iepeiau, mpuema u oopadbotku I1/JH (cpeacTa u cucteMsl 3ByKO3aIltcH,
3BYKOYCHUJIEHUS, 3ByKOBOCIIPOU3BEACHUS, IEPETOBOPHBIE U TEIIEBU3NOHHBIE YCTPOWCTBA,
CpenCcTBa U3rOTOBIICHU, TUPAXKUPOBAHNS JOKYMEHTOB U JPYre TEXHUUECKUE CPEICTBA

00paboTKu peueBoil, rpaduueckoil, Buieo- 1 OyKBeHHO-IU(GPOBOK HHPOPMAIIHH),



pOrpaMMHBIE Cpe/icTBa (ONepaliOHHbIE CUCTEMBbI, CUCTEMBI YITpaBJIeHUs 0a3aMu JaHHBIX U

T.I1.), CPEJICTBA 3aLIUTHI HH(OpMAIUK, TpUMEHsIeMble B MH(POPMAIIMOHHBIX CHCTEMAaX.

IlepexBaT (uHopManmM) — HEOPAaBOMEPHOE TOJYYCHHE HHGPOPMAIMH  C
UCIIOJIb30BAHUEM TEXHUYECKOTO CpEJCTBA, OCYILECTBISIOUIETO OOHApyXXeHHe, IpUEM U

00paboTKy HH()OPMATHBHBIX CUTHAJIOB.

IlepconasibHble JaHHBIE — JTF00ast UH(DOPMAIIHSI, OTHOCSIIASICS K ONPEICICHHOMY HITU
orpezeieMOMy Ha OCHOBAaHUH Takol nHpopMaluu Guzndeckomy JIniy (CyObeKTy
MEPCOHATBHBIX JAaHHBIX ), B TOM YHCIIE er0 (paMuIns, UMsi, OTIECTBO, TOJI, MECSI], aTa © MECTO
POXKICHHUSI, aJjpec, CeMeHOe, COIMAIbHOE, UMYILIECTBEHHOE MOJIOkKEeHHEe, 00pa3oBaHue,

npodeccusi, J0X0bl, Apyras UHPOpMaIIHs.

ITo0o4HbIe 3JIeKTPOMATHUTHBIE U3JIY4YeHHs M HABOJAKH — JIEKTPOMAarHuTHbIE
U3JIY4YEHUs] TEXHUUECKUX CPeACTB 00pabOTKHU 3amuiaeMoil HHGopMaiuy, BO3HUKAIOIUE KaK
110O0YHOE SIBJICHUE U BbI3BAaHHBIE AIEKTPUUECKUMHU CUTHAIAMHU, AEUCTBYIOLIUMH B UX
JJICKTPUYECKUX U MATHUTHBIX LICIIAX, 4 TAKKE DJICKTPOMArHUTHbIE HABOJAKU 3TUX CUTHAJIOB Ha
TOKOITPOBOAAIME JIMHUHU, KOHCTPYKIIMY W LIETIH TUTAHUSL.

IomuTHKA «YUCTOrO CTOJIAa» — KOMIUIEKC OPraHU3allMOHHBIX MEPOIIPUATHH,
KOHTPOJIMPYIOIUX OTCYTCTBUE 3allMChIBaHUS HA OyMaXKHbI€ HOCUTEIH KJIIOUel U aTpuOyTOB

JocTyna (rmaposieil) 1 XpaHeHus: MX BOJU3U 00bEKTOB JIOCTYTIA.

IHoab30BaTeb HHPOPMALMOHHOM CHCTEMBI IEPCOHABHBIX JAHHBIX — JIULIO,
ydacTBymoliee B () yHKIIMOHUPOBAHUN WH(DOPMAIITMOHHOM CUCTEMBI TIEPCOHANIBHBIX JIAHHBIX WU

UCTIOJB3YIOIIee Pe3ybTaThl €€ (PYHKIIMOHUPOBAHMUS.
IIpaBuia pa3rpaHuyeHust 10CTyNa — COBOKYITHOCTb MPABUJI, PETJIaMEHTHPYIOIINUX
npaBa J0cTyna cyOBbeKTOB JOCTyIa K 00bEKTaM JIOCTYTIA.

IIporpammuas 3aki1agKa — KOJ IpOrpaMMBbl, IPEJHAMEPEHHO BHECEHHBIH B IPOrpaMmy
C IIeJIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJIOKUPOBaTh, YHUUTOKUTH HH(POPMAIIUIO WU
YHUYTOXXUTh U MOAU(DUIIMPOBATH TpOrpaMMHOE obecrieueHre nH(HOPMAIIMOHHON CUCTEMBbI

MEePCOHAIBHBIX JaHHBIX U (WJIK) OJIOKUPOBATH anmapaTHbIE CPE/ICTBA.

IIporpaMmmHoOe (IpOrpaMMHO-MaTeMaTH4YeCKoOe) BO3AelcTBHE —
HECaHKI[MOHUPOBAHHOE BO3CHCTBHE HA PECYPChl aBTOMAaTU3UPOBAHHON HH(POPMAIIOHHOM

CHUCTEMBI, OCYIICCTBIIICMOC C UCITOJIB30BAHUEM BPCJOHOCHBIX ITPOTpaMM.



PackpbiTHE NepCOHATBHBIX JAHHBIX — YMBIIIJIEHHOE WIH CIy4yailHOe HapylleHne
KOH(UICHIIMATBFHOCTY NEPCOHANIBHBIX JaHHbBIX.

PacnpocTpaHeHue epCOHAJBHBIX JAHHBIX — JCHCTBUS, HAIIPABJICHHBIE HA IIepelady
NIEPCOHAIBHBIX JaHHBIX OIPEEICHHOMY KpYTy JUIl (epeaaya NepCOHAIbHBIX JAHHBIX) WIN Ha
03HAKOMJICHHE C IIEPCOHAIBLHBIMU JaHHBIMUA HEOTPAHUUYEHHOT'O KPYyTa JIMILI, B TOM YHUCJIE
00HapOo/I0BaHKE NIEPCOHANBHBIX TAHHBIX B CPEJCTBAX MACCOBOI MH(OpMAINK, pa3MeLIeHUE B
UH(POPMALIMOHHO-TEIEKOMMYHHUKAI[MOHHBIX CETSAX WIN MPEAOCTaBICHUE AOCTyIa K

MEPCOHAITBHBIM JIAHHBIM KaKUM-JIHOO HHBIM CIIOCOOOM.
Pecypc nadpopManmoHHON cCTeMbl — UMEHOBAHHBIN JJIEMEHT CUCTEMHOTO,
MPUKIIATHOTO UITU ammapaTHOro odecrneyenus pyHKIMOHUPOBaHUS MHPOPMAITMOHHON CUCTEMBI.

CrnenmnanbHble KATErOPHH NEPCOHAIBHBIX JAHHBIX — [IEPCOHAIbHBIE JAHHBIC,
KACaroLIMECs paCOBOM, HAMOHAIBHOW ITPUHAUIEKHOCTH, IIOJIUTUYECKUX B3I 10B,
penMUruo3HBIX WK punocodckux yoex 1eHu, COCTOSIHHUS 3I0POBbSl © HHTUMHOM JKU3HU

CY6T>6KT8. MNEPCOHAJIbHBIX JTaHHBIX.

CpeIlCTBa BBIYHCJIUTEIbHONH TEXHUKH — COBOKYITHOCTBb IIPOTPaMMHBIX U TCXHUYCCKUX
JJICMCHTOB CHUCTCEM O6pa6OTKI/I JaHHBbIX, CIIOCOOHBIX (1)YHKI_II/IOHI/IpOBaTL CaMOCTOATCIIBHO HNJIM B

COCTaBe JAPYTUX CHCTEM.
Cy0bekT goctyna (cy0beKT) — JIULO WIH MPOLECC, IEUCTBUS KOTOPOTO
perJIaMEHTHPYIOTCS MPABHIIAMH pa3TpaHUYCHUS JOCTYTIA.

TexHuveckuii KaHa yredku MHGOPMALUM — COBOKYITHOCTh HOCUTENS MH(pOpMalluu
(cpencTBa 00pabOTKH), GPU3UUECKOM CpeJibl pacpoOCTpaHeHNsT HHPOPMATUBHOTO CUTHAJIA U

CpEacCTB, KOTOPBIMU I[O6I>IBa€TC$I 3amuiiacMast PIH(i)OpMaIII/ISI.

Tpancrpann4ynas nepeaaya nepcoHAJbHBIX JAHHBIX — IIEpE1ada NEPCOHAIBHBIX
JAaHHBIX onepatopoMm udepes ['ocynapcrBenHyto rpanuny Poccuiickon @enepanuu opraty BiIacTu
MHOCTPAaHHOTO TOCYAAPCTBA, (PU3NYECKOMY WIIH I0PUIUUYECKOMY JIUILy HHOCTPAHHOTO

rocy/IapcTBa.

¥Yrpo3bl 6e301acCHOCTH NMEePCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBHH U (PaKTOPOB,
CO3/AIOIIKX ONACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHCJIE CIIy4allHOr0, 10CTyIa K
MNEPCOHAIbHBIM AaHHBIM, PE3YJIILTATOM KOTOPOTO MOXET CTATh YHUYTOXKCHUE, U3SMCHCHUC,

6J'IOKI/IpOBaHI/IC, KOIMUPOBAHUC, PACTIPOCTPAHCHUC TICPCOHAJIBHBIX JAaHHBIX, @ TAKKC NHBIX



HECaHKITMOHUPOBAHHBIX JIEUCTBHI MpU UX 00paboTKe B MHGOPMAITMOHHON CHCTEME

NEPCOHATIbHBIX TaHHBIX.

YHuuTo:xxeHne MNEPCOHAJIBHBIX JAHHBIX — ,Z[CﬁCTBHH, B PE3YJIbTAaTC KOTOPBIX
HCBO3MOXXHO BOCCTAHOBUTBH COACPIKAHUC IICPCOHATIBHBIX JAHHBIX B I/IH(i)OpMaI_II/IOHHOI‘/JI CHUCTEMC
NEPCOHATIBHBIX TAHHBIX UJIM B PE3YJIBTATC KOTOPBIX YHUUYTOXAIOTCA MaTCpUaIbHBIEC HOCUTCIIN

NEPCOHATIbHBIX TaHHBIX.

YTeuka (3ammimaemMoii) HHGOPMAIUH M0 TEXHUYECKUM KaHAJIaAM —
HEKOHTPOJIUPYEMOE pacipocTpaHeHne HHGOPMaAIMU OT HOCUTEIS 3alluiiaeMoi HHpopMaIun
yepe3 PU3UIECKYI0 cpely 0 TEXHUUYECKOTO CPECTBA, OCYIIECTBISIONIETO MEPEeXBaT

uHpopmanuu.
Yupexnenne — yupexxIeHUS 31paBOOXPAHEHUS, COIUAIBHOM chepbl, TPy/Aa U 3aHITOCTH.
YA3BHUMOCTB — ¢1a00CTh B CPEJICTBAX 3aLIUThI, KOTOPYIO MOXHO MCIIOJIb30BaTh IS
HapYIICHHUS CUCTEMBbI WIIH COJIEpIKAIICHCS B HEl MH(DOPMAIHH.

HenocTHOCTH HHGOPMAIIUM — CTIOCOOHOCTH CPEACTBA BHIUUCIUTEILHON TEXHUKHU WIIH
aBTOMaTI/I3I/IpOBaHHOI7I CHUCTEMBI O6CCHC‘-II/IBaTI) HEU3MCHHOCTbD I/IH(i)OpMaIII/II/I B YCJIOBUAX

CJIy4alfHOT'O W/MJIU NMpeIHaMEPEHHOI0 UCKaXKeHUs (pa3pyLIeHus).
O003Ha4yeHUs U COKpALLEHUS
ABC — anTHBUpPYCHBIE CPEICTBA
APM — aBTOMaTH3MpOBAaHHOE paboyee MECTO
BTCC — BcriomoraTesibHbIE TEXHUYECKHE CPEICTBA U CUCTEMBbI
NCIIAH — nHpopMaIMOHHAsE CUCTEMA MEPCOHANIBHBIX TaHHBIX
K3 — koHTpOMpyemas 30Ha

JIBC — nokaspHas BEIUHUCIATEIBHAS CETH

MD — MmexceTeBOM dKpaH

HCJI — HecaHKIIMOHUPOBAHHBIHN TOCTYII

OC — onepannoHHas cucrema

[1nH — nepcoHanbHbIe JaHHBIE

I[IMB — nporpaMMHO-MaTEMaTUYECKOE BO3ACHCTBHE
I1O — nmporpammHOe oOecriedeHne

I[IOMUH — no6ouHbIe 3/IeKTPOMarHUTHBIE U3TyYSHHS U HABOAKHU



CA3 — cucteMa aHaiau3a 3alAIeHHOCTH

C3MU — cpencrsa 3amuThl HHGOpMAITUN

C3I1 1 — cucrema (rmoAcucTemMa) 3alIUThl IEPCOHAIBHBIX JAHHBIX
COB — cucrema oOHapy>KEHHsI BTOPKEHU

TKYU — texHu4eckne KaHaibl yTeUYKU HHPOPMALIUU

VYBII/Ia — yrpo3sl 6€301MacHOCTH NIEPCOHANIbHBIX IaHHBIX BBenenune

Hacrosmas Konnenuus nadopmanronnon 6e3onacHoctu UCII/{H B MyHHUITUTIATEHOM
ABTOHOMHOM JIOIIIKOJILHOM 00pa30BaTeIbHOM YUpexaeHun AeTckuii caq NoS0 (manee —
YupexaeHue), apiusercs oQUIHaIbHbIM JOKYMEHTOM, B KOTOPOM OIpe/ieJieHa CUCTEMa B3IJISIOB

Ha o0ecrieueHue HHPOPMAITMOHHOM 0€301acCHOCTH Y UpeKICHUS.

Heo6xoanmocts paspaborku Konnenmun o0yciioBieHa CTpeMUATEIBHBIM PACIIHPEHHEM
cdepbl MpUMEHEHHSI HOBEUINX HH()OPMAITMOHHBIX TEXHOJIOTUH U IPOIIECCOB B YUPEXKICHHSIX,
pu 00paboTke nH(MHOPMALIUK BOOOIIIE, U TIEPCOHATLHBIX JAHHBIX B YACTHOCTH.

Hacrosimas Konuenmus onpeaenser OCHOBHBIE LIETH U 337a4H, a TAKXKE OOIIYIO
CTpaTEruio MOCTPOCHUS CUCTEMBI 3aIIUTHI TepcoHanbHbIX AaHHbIX (C3I1IH) YupexaeHus.
KoHuenuus onpezensier oOCHOBHbIE TpeOOBaHUS U 0a30BbIE TOJAXOAbI K UX peau3aiiu, s

JOCTHIXCHUA Tpe6yeM0r0 YPOBHA 0e30IMacHOCTH I/IHq)OpMaI_II/II/I.

Konnenmus pa3paborana B COOTBETCTBUH C CHCTEMHBIM MOJAXO0A0M K 00€CIeUeHUIO
nHpopmarmoHHoi 6e3omacHocTH. CUCTEeMHBIN MTOAXO0/ MPE/IoJIaraeT MPOBEICHUE KOMIUIEKCa
MEPOMPHITHIA, BKIIIOUAIOIINX UCCIIEOBaHIE YTPo3 HHPOPMAIIMOHHOM 06€30MacHOCTH U
pa3paboTKy cuctembl 3amuThl [1/1H, ¢ MO3UIIMU KOMIIIIEKCHOTO TPUMEHEHUS TEXHUYECKUX U
OpraHU3aIlMOHHBIX MEP U CPEJICTB 3ALIUTHI.

[Tox nadopmanmonnoit 6e3onacHocThio [1/H moHMMaeTCs 3aUIIIEHHOCTD
MEPCOHANBHBIX JaHHBIX U 00pabaThIBaroIIe UX HHPPACTPYKTYPE OT JHOOBIX CIyUYalHBIX WIH
3JI0HAMEPEHHBIX BO3JICUCTBH, pE3yJIbTATOM KOTOPBIX MOXKET SIBUTHCS HAHECEHHE yIiepOa
camoii napopmanuu, ee Bnaaensiam (cyobekram [1/10) unm undpactpykrype. 3agauu
MH(OPMaLMOHHON 0€30MaCHOCTH CBOASTCS K MUHMMHU3AIUH yiiepOa OT BO3MOXHOW peanu3ainn
yrpo3 6e3onacHocty [1/IH, a Takke K MPOTHO3UPOBAHUIO U TIPEOTBPAIIICHUIO TAKIX
BO3JECHCTBUH.

Konnenmus ciry>kuT 0CHOBOH 111 pa3pab0OTKH KOMITJIEKCA OPTaHU3AIMOHHBIX U

TCXHUYICCKUX MEP IO 00eCcIIeYCHUIO PIH(I)OpM&L[HOHHOI’I Oe3omacHOCTH quexc;[eHI/Iﬁ, a TaKXK¢C



HOPMATUBHBIX U METOAMYECKUX JTOKYMEHTOB, 00ECIICUHNBAIOIINX €€ pealn3alnio, U He
IpeoiaraeT MoAMEHbI (PYHKIIHN TOCYyIapCTBEHHBIX OpraHoB BiacTu Poccuiickoit denepamnmu,
OTBEUAIOLIUX 3a obecreueHne 0e30MacHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTHIA U 3aIIUTy

uHpOpMaLnH.

KOHHCHHI/IH ABJIACTCA MeTOHOHOFHqCCKOﬁ OCHOBOM JJIA: (bopMI/IpOBaHI/IH U IPOBECACHUA

€IMHON IIOJIUTHKHU B 00J1acTH o0ecrieyeHus 0€30I1acHOCTH

[1/Ta 8 UCIT[IH YupexxaeHus; IpUHATHS YIIPABICHUECKUX PEIICHUH U pa3padOTKH

MPAKTUYCCKUX MCP 11O BOILUIOIICHUTO

nonutuku 6e3onacHocTy [1/[H 1 BRIpaOOTKM KOMILJIEKCA COTIIACOBAHHBIX MEp
HOPMAaTUBHOIIPABOBOTO, TEXHOJIOTUIECKOTO U OPTaHU3AIMOHHO-TEXHIUYIECKOTO XapaKkTepa,
HAIPABJICHHBIX HA BBISABICHHE, OTPAKCHHUE U JIMKBUIAIUIO TIOCIICICTBUI pean3aiiu
Pa3IUYHBIX BHJIOB YTPO3
1BVIL:H

KOOPIUHAIINH JICATSIIBHOCTH CTPYKTYPHBIX IMOAPA3ICIICHUNA Y UpEKICHUS TIPH
MPOBEJICHUH padoT 1o pa3BuTuio U 3kcruryaranuu UCIT/Ia ¢ cobmonennem TpeboBanuii
obecnieuenus 6e3onacHocTu [1/1H; pa3paOboTKu MPEAIONKESHUN TI0 COBEPIICHCTBOBAHHEO
MIPaBOBOT0, HOPMATHBHOTO,
METOJIUYECKOT0, TEXHUYECKOTO M OpraHU3allMOHHOTO obecnieuenus 6ezonacHoctu [1/{H B

UCTIH Yupexaenus.

[TpaBoBoit 6a30i1 st pazpadboTku HacTosme Konuenmuu ciyxatr TpeboBaHus
neiicTByromux B Poccuu 3akoHOIaTENBHBIX 1 HOPMATHBHBIX JTOKYMEHTOB MO 00ECTICYEHHUTIO

0e30macHOCTH NepcoHanbHbIX qaHHbIX ([11H).

1. O01mme nmoJ10KeHnst

Hacrosmas Konnenius onpenensieT OCHOBHBIE LIETU U 33/1a4H, a TAaKXKe OOIIYIO
CTpATETHI0 MOCTPOCHHUS CUCTEMBI 3aIUThI epcoHaNbHbIX AaHHBIX (C3I1/IH) Yupexnenus, B
cootBercTBUH C [lepeunem UCII/In. Konuenuus onpeaenser ocHOBHbIE TpeOOBaHUs U 0a30BbIe
MOJXO/IbI K UX peau3aliu, 115 JOCTHKEHUs TpeOyeMoro ypoBHs 6€30MacHOCTH HH(POPMALIUH.

C3I1In mpencraBisieT co60i COBOKYITHOCTh OpPraHU3aI[MOHHBIX U TEXHUYECKUX
MeponpuATHHA 1 3aiuThl [I/[H OT HEMPaBOMEPHOT0 WM CIIy4ailHOTO IOCTYIA K HUM,
YHUUTOKEHUS, U3MEHEHUs, OJIOKMpOBaHUs, KOMUpoBaHusl, pacnpoctpaneHus [1/{H, a Taxxe

HWHBIX HCIIPABOMCPHBIX JEeNCTBUI C HUMHU.



bezonacHoCTh nepcoHaNbHBIX TaHHBIX JOCTUTAETCS MyTEM UCKIIOUEHUS
HECaHKLMOHMPOBAHHOI'O, B TOM YMCJI€ CIIy4allHOT0, 1OCTyIa K IIEPCOHAJIbHBIM JaHHBIM,
pPe3yJbTaTOM KOTOPOTO MOXET CTaTh YHUUYTOKEHUE, U3MEHEHHE, OJIOKMPOBAaHKE, KOMTMPOBaHUE,
pacnpocTpaHEHHUE NIEPCOHAIbHBIX IaHHBIX, a TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX JAEHCTBUH.

CrtpykTypa, coctaB u ocHoBHbIC (pyHKIMU C3I1/IH onpeaensiroTes ncxoas U3 Kiacca
NCTIn. C3I1/IH BKItOYaeT OpraHM3allMOHHbIE MEPBI U TEXHUYECKUE CPEJCTBA 3AILUThI
uHpopmaruu (B ToM uncie mudpoBaibHbIe (KpunTorpaduuecKue) CpeacTBa, CpecTBa
NPeOTBPALICHUS HECAHKIIMOHUPOBAHHOTO AOCTYIA, YTEYKH HH(OPMAIH MO TEXHUIECKUM
KaHajaMm, IporpaMMHO-TEXHUYECKIX BO3JICHCTBUI Ha TeXHUYECKUE cpeacTBa oopadotku [1/1H),

a TaKk)Ke MCIOJIb3yeMble B HH(OPMAIIMOHHON cucTeMe NHPOPMALIMOHHBIE TEXHOJIOTHH.
OTU MepbI MPU3BaHbl 00ECTICUNTh: KOH(PUIEHIIHATBHOCTH HH(OpMALIUN
(3ammTa OT HECAaHKLMOHUPOBAHHOTO
03HAKOMJICHHS); IeJI0CTHOCTH HHPOPMALINH (aKTyaIbHOCTh U HETIPOTUBOPEYNBOCTD
uHpopManuy, ee
3aIUIIEHHOCTH OT pa3pylIeHUsI 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHHS]); JOCTYNHOCTH
nH(popManuy (BO3MOKHOCTB 32 MPUEMIIEMOE BpEMsI TTOJTyUUTh TPEOyeMyo
UH(POPMALIMOHHYIO YCIIYTY).
Opranu3zaloHHbIE MEPHI IPEAYCMATPUBAIOT CO3JaHUE U MOJIEpKaHue PABOBOM 0a3bl
6e3omacHoctH [1/[H 1 pa3paboTky (BBeneHuE B AeiicTBHE) peaycMOTpeHHbIX [lonuTukoit

uHpopmarnmonHoit 6e3omnacuoctu UCIIIH cneayronmx opranu3aiioOHHO-PaCOPSIUTEbHBIX

JIOKYMEHTOB:
[Tnan meponpusaTuii no odecrieuenuto 3amuThl [0 mpu ux o6padotke B UCIIH;
[Tnan MeponpuaTHii Mo KOHTpoIto obecnieueHus 3amuthl [1]1H;

[Topsanox pesepBupoBanust U BocctaHoBieHUs paborocniocoonoctu TC u I10, 0a3

nmanHbeIX 1 C3U;

JomxuocTtHas mHCTpYKIus aamuHucTparopa UCII/IxH B wacTu oOecrieueHus

6e3onacuoctu [1/1n npu ux o6padotke B MCI1/IH;
JomxnoctHas uncTpykius nonszoBatens MCII/Ix B yactu oOecnieueHus 6€30MacHOCTH

[T11 npu ux o6padotke B UCII/H;



WNHcTpyKnus nonb30BaTens HHPOPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX JaHHBIX T10
obecrieyeHnIo 6e30MacHOCTH 00pabOTKH MEPCOHATBHBIX JAHHBIX MPU BO3HUKHOBEHUU
BHEIITATHBIX CUTYaIHi

PexoMeHaimu 1mo UCnoib30BaHUIO IPOTPAMMHBIX U alapaTHBIX CPEICTB 3aIIUThI
uHpopmanuu.

TexHu4eckue MephI 3aIIUThl PEATH3YIOTCS PU IIOMOIIU COOTBETCTBYIOIINX

IPOrpaMMHO-TCXHUYCCKUX CPEACTB U METOAOB 3allIUTHI.

[lepeyeHb HEOOXOAUMBIX MEp 3aLIUTH HH()OPMAIIMH OTPEACISECTCS IO pe3yJbTaTaM

BHyTpeHHe# npoBepku 6e3omacHoctr UCTIAH Yupexnenus.

2. 3apaun C3I10u

Ocnosno#t nienpro C3I1/H sBisieTcs MUHUMU3aLUA yiepOa oT BO3MOXKHON peann3aluu
yrpo3 6e3onacuoctu [1/1H.

Jlns pocTrxkeHus: OCHOBHOM 1enu cucrema oe3omacHoctu I1{a UCIT/IH momkHa
oOecrieunBaTh 3PHEKTUBHOE PEIICHUE CIESTYIONUX 3a/1a4:

3aIlUTy OT BMEMIATENIbCTBA B Tiporiece pyHkmuonupoBanus NCITJIH mocTOpoHHUX JIHIT
(Bo3MOXxkHOCTB ucnonb3oBaHus AC U JOCTYII K ee pecypcaM JOHKHBI UMETh TOJIBKO
3aperucCTpUpOBaHHbIE YCTAHOBJIEHHBIM MOPSAKOM I10JIb30BATENN); pa3rpaHUYeHHE JOCTyIa
3apEeTrUCTPUPOBAHHBIX MOJIb30BATENEH K annapaTHbIM,
porpaMMHbIM U nH(popMannoHHbIM pecypcaM UCII/IH (BO3MOXHOCTH JOCTYTA TOJIBKO K TEM
pecypcaM U BBINOJIHEHUS TOJIBKO Te€X ONepalnuii ¢ HUMHU, KOTOpble HEOOXOMMbI KOHKPETHBIM
nosib3oBarensim MCIT/IH 11 BHITOTHEHUS! CBOMX CITY>KEOHBIX 0053aHHOCTEN ), TO €CTh 3aIIUTY

OT HECAHKLIMOHUPOBAHHOI'O IOCTYIIA:
+ k uHpopMmaruu, nupkynupytomeit B MCI1/IH;
+ cpenctBam BeuncauTenbHoM TexHuku MCIT/IH;
* anmnapaTHbIM, IPOrPaMMHBIM U KPUNTOrpaUUECKUM CPEJCTBAM 3allUTHI,
ucnonszyembiM B UCTI/TH;

PEruCTpaLMIO ACHCTBUI NOJIB30BATENEH ITPU UCIIOJIB30BAHHUH 3aIMIIAEMBIX PECYPCOB
NCTI/IH B CUCTEMHBIX XKypHaJlaX U IEPUOJINIECKHI KOHTPOJIb KOPPEKTHOCTH IE€HCTBUN
MIOJIB30BATENEN CUCTEMBI ITyTEM aHAIN3a CONEPKUMOTO ITUX KYPHAIIOB; KOHTPOJIb

OCJIIOCTHOCTHU (06CCHC‘-ICHI/IC HCI/I3MeHHOCTI/I) CpCAbl UCITOJIHCHUS TPpOTpaMM U



€€ BOCCTAaHOBJICHHUE B CIIy4ae HapyUIEHUS; 3alIUTY OT HECAHKIIMOHUPOBAHHOU
MOJU(UKAINHI U KOHTPOJIb HEIOCTHOCTH

ucnonb3zyembix B UCII/IH mporpaMMHBIX CPEACTB, a TAKXKE 3AIUTY CUCTEMBI OT BHEIPEHUS

HECaHKLMOHUPOBAHHBIX MporpaMm; 3aiiuTy [1/[H oT yreuku no TeXHUYECKUM KaHajaaM Ipu

ee 00paboTKe, XpaHEHUHU U

niepeave mo kaHauam cBs3u; 3amury [1/[H, xpanumoit, oOpabaTeiBaeMoil 1 repenaBaeMoi
10 KaHajlaM CBA3H, OT

HECAaHKI[MOHUPOBAHHOTO pa3rIallleHNs WJIK UCKaKEHHs; 00eCIieueHne KUBYUECTH

KpUNTOrpaguueckux CpeicTB 3alIUThl HHPOPMALIUK TPU

KOMIIpOMCTAllUKU 9aCTHU KJII0YEBOH CHCTCMBI,

CBOEBPEMEHHOE BBISBIICHHE HCTOYHUKOB yrpo3 OezomacHoctu [1/]H, mpuyuH 1 ycinoBuii,
CHOCOOCTBYIOLIMX HaHECEHMIO yiepba cyobekTam [1/1H, co3naHre MexaHu3Ma OnepaTUBHOIO
pearupoBaHusi Ha yrpo3bl 0e3onacHocTy [1/1H 1 HeraTuBHbBIE TEHIEHIIMH; CO3/IaHUE YCIOBUN
JUIE MUHMMU3ALUH U JIOKAIU3alliid HAHOCUMOTO yiepoa
HEIPaBOMEPHBIMU JAEUCTBUAMHU (PU3HMUECKUX U FOPUINUECKHX JINLI, OCcIabJIeHNEe HETaTUBHOTO

BJIMSIHUSL Y JIMKBUIALIUS TIOCJICACTBUN HapylieHus 0e3onacHocTu [1aH.
3.00b€eKThI 3aIUTHI

3.1. IlepeuyeHb nHGOPMALMOHHBIX CHCTEM
B Vupexnennn npousBoautcs 00padoTKa MepCcOHATBbHBIX JTaHHBIX B HH()OPMAIIMOHHBIX

cuctema 006paboTku nepcoHanbHbIX qaHHBIX (UCITIH).

Ilepeuens UCII/IH onpenensercs Ha ocHoBaHUM OT4eTa MO pe3yabTaTaM BHYTPEHHEN
MIPOBEPKHU.

3.2 llepeyeHb 00bEKTOB 321U THI

OOBeKxTamM 3aLUThI ABISIOTCS — HHpOpMarus, oOpadatsiBaemas B UCIIH, u
TEXHUUYECKHE CPEJCTBA ee 00pabOoTKU U 3auIUThl. [lepedeHb nepcoHanbHbIX JaHHBIX,
noJyIeXxallye 3ammre, onpeaeneH B [lepeune nepcoHaabHBIX JaHHBIX, MOAJEKAIINX 3alUTE B

WCIIA.
OOBEKTHI 3aIMTHI BKJIIOYAOT:
+ O6pabareiBaeMasi HHPpOpMAIus.
« TexHOMOTHMYECKAST MHPOPMAITHSI.

« [IporpaMMHO-TeXHHUYECKUE CpeCTBA 0OPabOTKH.



 Cpencrsa 3amutsl [1/1H.
« Kanans! nHopmManmoHHOro oOMeHa U TeJIeKOMMYHUKALIUH.
OOBEKTHI ¥ TOMELIEHHSI, B KOTOPBIX pa3MerieHbl komnoHeHTsl MCIT/IH.

4, Knaccupukauus nmoaszoBareneid UCILIn
[Tonw3oBarenem WCII/IH siBasieTCs U110, y9acTBYIOIIEe B YHKIIMOHUPOBAHUHU
WH(OPMAIIMOHHON CHUCTEMBI IIEPCOHATBHBIX JAHHBIX WJIH UCIIONB3YIOIIEE PE3YIIbTATHI €€
dbyakunonupoBanus. [Tonp3oBarenem UCII/IH saBisieTcs 110001 COTPYAHUK Y UPEKICHNUS,
umerommit noctyn Kk UCII/IH 1 ee pecypcam B COOTBETCTBUHU C YCTAHOBJICHHBIM MOPSAKOM, B

COOTBETCTBHH C €I'0 (bYHKI_II/IOHaJ'IBHBIMI/I 00513aHHOCTSIMU.

[TonwzoBarenu UCII/IH nenarcs Ha TpU OCHOBHbBIE KATETOPUH:

« Apamunuctparop UCIIIn. CotpynHUKU YupexaeHus, KOTOpbIe
3aHUMAIOTCS] HACTPOMKOW, BHEAPEHUEM U COIPOBOKICHUEM CUCTEMBI.

Anmunuctpatop UCII/Ix o6nagaeT cieayonmm ypoBHEM JOCTYIA:

+ o0magaer MOJIHON WHQOPMAIKEH 0 CHCTEMHOM H MTPUKJIATHOM
nporpammuom obecrieuennn UCIT/H;

+ o0yagaet MoJIHOM MHQOPMAIIHEH 0 TEXHUIECKUX CPEICTBAX U
koHurypauuu UCIT/H;

¢ HMMEET JOCTYM KO BCEM TEXHHUYECKUM CpelICTBaM 00pabOoTKH HHPOpMAIUU
u maasaeiM UCIIIH;

+ o0nagaer mpaBamMH KOH(QUTYPUPOBAHUS U aJMUHUCTPATUBHONU HACTPOIKHU
texuundeckux cpencts UCI/Ix.

« TIporpammuct-pazpadoturk UCII[H. Cotpynnuku YupexxaeHus uiu
CTOPOHHMX OpPraHU3alii, KOTOPbIE 3aHUMAIOTCS Pa3pabOTKOM MPOrpaMMHOTO
o0ecrieyeHus.

Pa3zpaborunk UCIT/Ix oGnagaeT cieayonmM YpoBHEM JOCTYIIA:

« oOmagaer uHpoOpMalnueit 06 aNropuT™Max U mporpaMmax oopadoTKu
uHpopmanuu Ha UCIT1H;

« o0nagaeT BO3MOXXHOCTSIMH BHECEHHS OIIUOOK, HEJCKIAPUPOBAHHBIX
BO3MOXKHOCTEH, MPOrpaMMHBIX 3aKJIaJJ0K, BPEJOHOCHBIX MPOTpamMM B POrpaMMHOE

obecnieuenne MCII/IH Ha ctanuu ee pa3pabOTKH, BHEAPEHHS U CONTPOBOXKICHHUS;



+  MOJXET pacroJjiaraTh JII0ObIMU (pparmMeHTaMu HH(POPMAITUN O TOTIOJIOTHH

NCIIH u Texarnyeckux cpeactBax o0padorku u 3amutsl [1/{H, 0OpabaTeiBaeMbIX B

VCTI/T.

«  Omneparop UCIIJu. CoTpyaHuku noapasaeacHuil Y Upexx1eHus
yuacTByromux B npouecce 3xkcmtyaraunu UCIT/n. Oneparop UCII/Ix o6nanaer

CIICIYIOIMM YPOBHEM JOCTYIIA:
« o0mamaet BceMH HEOOXOAMMBIMU aTpUOyTaMu (HaIIpuMep, napoJiem),
00ecIeunBarOIINMHU J0CTYI K HEKOTOpoMy moaMHoxecTBY [1/1H;

+ pacrosnaraet KOHQUACHIIMATHHBIMH JAaHHBIMHU, K KOTOPHIM UMEET JOCTYII.
Kareropuu nons3oBareneit 1oKHBI ObIThH onpenenens! st kaxaon UCIAn. JomkHo
OBITH YTOUHEHO pa3/eIeHHe COTPYTHUKOB BHYTPU KaTErOPHii, B COOTBETCTBUU C TUIIAMHU
noJib30Bateseil onpeneneHusiMu B [lomuTnke nHPOpMaMOHHON 6€30MacHOCTH.
Bce BhIsIBIIEHHBIE TPYIIIIBI TIOJIB30BATENCH OTpakatoTcst B OTYeTe 1Mo pe3ynbTaTam
BHyTpeHHel npoBepku. Ha ocHoBannu OTueTa onpenenstores npaBa J0CTyIa K 3JIEMEHTaM
WCTI/Ix nas Bcex rpymnn nojb3oBaTesel u orpaxkarorcs B Matpuue gocrtyna B .Ilonoxxenuu o

pa3srpaHUvYCHUU IIpaB JOCTYIIA K O6pa6aTBIBaeMBIM MNEpCOHAJIbHBIM JJaHHbBIM
5. OcHOBHbBIE NMPUHIHUIIBI MOCTPOCHUS CUCTEMBI KOMILIEKCHOM 3allIMThI

uHpopmannu

[Toctpoenue cucremsr obecnieuenus 6ezonacHoct [1/Jn UCIIdn Yupexnenus u ee
(GYHKIIMOHUPOBAHKE OJKHBI OCYIIECTBISATHCS B COOTBETCTBUU CO CIEIYIOUIMMH OCHOBHBIMHU

MMpUHIUITAMHU
3aKOHHOCTD,
CUCTCMHOCTD,
KOMIIJICKCHOCTD,
HCTMIPEPBIBHOCTD,
CBOCBPCMCHHOCTD,
MPEEMCTBCHHOCTE U HCIIPEPBIBHOCTH
COBCPUICHCTBOBAHUS; ICPCOHAIBbHAA OTBECTCTBCHHOCTD,
MHWHHMU3aIHA HOJ'IHOMO‘-II/II‘/’I; B3aI/IMO,Z[CI>'ICTBPIC )51

COTPYAHUUCCTBO, THOKOCTh CUCTEMBI 3alllUuThI;



OTKPBITOCTH aJITOPUTMOB U MCXAHU3MOB 3alllUThI; IIPOCTOTA
MNPUMCHCHUS CPCACTB 3alIUThI;

Hay4dHasd 000CHOBAHHOCTDL M TEXHUYECKAS

PEAIN3YyEMOCTD, CliICUAIN3alusa 1 HpO(l)eCCI/IOHaJII/IBM;
00513aTeNIbHOCTh KOHTPOJIA.

5.1. 3akoHHOCTB

[IpeanonaraeT ocymecTBICHUE 3aTUTHRIX MeponpuaTHii u pazpadotrky C3I1/Ix
YupexaeHus B COOTBETCTBUU C ICHCTBYIOIIMM 3aKOHOJATEIILCTBOM B 00siacTu 3amwuThl [1J]H u
JIPYTUX HOPMATHUBHBIX aKTOB 110 06€30MacHOCTU HH(GOpPMAIIMH, YTBEPKIECHHBIX OpraHaMu
rOCYIapCTBEHHOM BJIACTHU W YIPABJIEHUS B IPEAEIaX UX KOMIICTCHIIUY.

[Tonb3oBarenu u obcmyxuBatonuii nepconan [1/{n UCITIn YupexxaeHus 10KHBI ObITh
OCBEJIOMJICHBI O TOpsIKe paboThl ¢ 3amuimaeMoil mHpopmanueld u 00 OTBETCTBEHHOCTH 3a

3amuTel [1/1H.

5.2. CucreMHOCTH

Cucremuslii moaxon k nocrpoenuto C3I1/Ix YupexxaeHus npeamnonaraeT y4eT Bcex
B3aUMOCBSI3aHHBIX, B3aMMOJICHCTBYIOIINUX U U3MEHSIONIUXCS BO BPEMEHH 3JIEMEHTOB, YCIOBUM U
(bakTOpOB, CYIIECTBEHHO 3HAYMMBIX JIJIsl IOHUMAaHHU U PEIIeHUs TPOOIeMbl 00ecTieueHUS
6e3onacuoctu [1/In UCII[An Yupexnenus.

[Ipu cozmaHum cUCTEMBI 3aIIMTHI JOJKHBI YUYUTHIBATHCS BCE Clla0ble U Hanbouee
ysI3BUMBIE MecTa cucTeMbl 00padoTku [1/]H, a Takxke XapakTep, BOZMOXKHBIE O0BEKTHI 1
HAIPaBIIEHUS aTaK Ha CUCTEMY CO CTOPOHBI HapyIuTeneit (0co0eHHO
BBICOKOKBTU(PUITUPOBAHHBIX 3JTOYMBITIUICHHUKOB), ITyTH TPOHUKHOBEHUS B pacIpe/iesieHHbIE
cuctembl 1 HCJI k uadopmanmn. CucreMa 3aliiThl 0JKHA CTPOUTHCS C YY€TOM HE TOJIBKO BCEX
M3BECTHBIX KaHayioB NpoHnkHOBeHus U HCJI k mHbopmaIim, HO U ¢ y4€TOM BO3MOKHOCTH

MOSABJICHUS MPUHIUITINAIIBHO HOBBIX HYTCﬁ peajm3anuun yrpo3 0€30ITaCHOCTH.

5.3. KoMmiekcHOCTD

KoMriekcHoe ncnonb30BaHre METOOB U CPEJICTB 3aLTUTHI TPEIoaraet
COTJIACOBaHHOE MPUMEHEHHE PA3HOPOIHBIX CPEJICTB MIPH IMMOCTPOCHHUH IIEJIOCTHOM CHCTEMBI
3alUTHI, IEPEKPHIBAIOIIEH BCe CYIIECTBEHHBIE (3HAUMMBbIE) KaHAJIbl pealli3alii yrpo3 U He

co;:[epxcamei/'l c1a0bIX MECT Ha CThIKaX OTACIBHBIX €€ KOMIIOHCHTOB.



3aimuTa 10JKHA CTPOUTHCS SIIETOHUPOBaHO. [l Ka)KA0ro KaHajaa yTeukd HHPOpMaIiu
U UL K&KIOH Yyrpo3bl 0€30MaCHOCTH JOJDKHO CYIIECTBOBATH HECKOIBKO 3alIUTHBIX PyOexei.
Coznanue 3alUTHBIX PyOekel OCYIIECTBISIETCS C YI€TOM TOT0, YTOOBI 1711 MX MPEO0TICHUS
NOTEHIMATIHLHOMY 3JI0YMBIIIJICHHUKY TPeOOBaTUCH MPO(hecCHOHANbHBIE HABBIKA B HECKOIBKUX
HEB3aMMOCBSI3aHHBIX 00JaCTSIX.

Bremnss 3ammra gomkHa obecnieuynBaTbes (GU3NIECKUMU CPEACTBAMH,
OpraHU3aIMOHHBIMH U IPaBOBBIMU MepaMu. OJIHUM U3 Haubosee YKpeIIeHHBIX pyOexeit
IPU3BaHbI OBITH CPEICTBA KPUNITOTPA(UIECKOM 3alUTHI, peaTM30BaHHbIE C HCIIOJIb30BaHHEM
texHosoruu VPN. [Ipuknannoil ypoBeHb 3alUThI, YYUTHIBAIOLIUN OCOOCHHOCTH MPEAMETHOM

00J1aCTH, IPEICTABIISIET BHYTPEHHUM PyOekK 3aIUTHI.
5.4. HenmpepbiBHOCTB 3amuThl 1110

3amura [1/IH — HEe pa3oBOe MepONpPUATHE U HE TPOCTAsI COBOKYITHOCTh ITPOBEACHHBIX
MEPOTIPUITHI U YCTAaHOBJICHHBIX CPEJICTB 3aIUThI, @ HEMPEPHIBHBIN IEICHANPABICHHBIN
npoliecc, NpeAnoaralouui IPUHATHE COOTBETCTBYIOIIUX MEP Ha BCEX 3TAINAX KU3ZHEHHOIO
nukiaa UCI/IH.

NCITIH nomKHBl HAXOIUTHCS B 3aITUIIICHHOM COCTOSIHUM Ha MPOTSIXKEHUU BCETO
BpeMeHH UX (PYHKIIMOHUPOBAHUA. B COOTBETCTBUU C 3TUM MPUHIIUIIOM JOJIKHBI TPUHUMATHCS
Mepsbl o HeponyeHuto nepexonaa MCII/IH B He3amuMIlEeHHOE COCTOSTHUE.

BonpmuHCTBY GU3HUECKUX U TEXHUYECKUX CPEJICTB 3AIIUTHI Tl 9PHEKTHBHOTO
BBITIOJTHEHHS CBOUX (PYHKIIMI HE0OX0uMa MOCTOSTHHAS TEXHUUECKasi U OpraHu3allMOHHas
(amMHUHHCTpAaTUBHAS ) TOJIZIEPKKa (CBOEBPEMEHHAsI CMEHA M 00ecIriedyeHre MPaBUILHOTO
XpaHEHUs U MPUMEHEHUs] UMEH, MapoJjie, kKitouei mudpoBaHus, nepeonpeneacHme
MOJITHOMOYHH | T.11.). [lepephiBeI B paboTe CpeCTB 3aUTHI MOTYT OBITh UCIIOJIB30BAHBI
3JI0YMBIIJIEHHUKAMHU JIJIs1 aHAIN3a IPUMEHSIEMbIX METOJIOB U CPEJICTB 3allUThI, 111 BHEAPEHUS
CIEIUATFHBIX MPOTPAMMHBIX U alMapaTHBIX «3aKJIaI0K» U APYTUX CPEICTB MIPEOI0JICHUS

CHUCTCMBI 3allIMTHI ITOCJIC BOCCTAHOBJICHUSA €€ (bYHKLII/IOHI/IpOBaHI/I}I.

5.5. CBoeBpeMeHHOCTH

[Ipennonaraer ynpexaaromuil xapakrep Mep odecrieuenus 6e3onacHoctu [1/1H, TO ecTh
MOCTaHOBKY 33/a4 1o koMiuiekcHoi 3amute MCII/IH u peanuzanuio Mep obecrieyeHus
6e3onacuoctu [1/1H Ha panHuX ctaausax pazpaborku UCII/IH B 11enoM U ee CUCTEMBI 3allUThI

uH(pOpMalllH, B YaCTHOCTH.



Pa3paboTka cucTemsbl 3alUThl JOHKHA BECTUCH TapalieIbHO ¢ pa3paboTKON 1
pa3sBUTHEM CaMOil 3aIIMIIaEMON CHCTEMBI. DTO TIO3BOJIMT y4eCTh TPeOOBaHUS 0€30MacCHOCTH MPH
MPOEKTUPOBAHUM APXUTEKTYPHI U, B KOHEUHOM cueTe, co3/1aTh Oonee r¢deKkTuBHbIE (KaK Mo

3aTparaM pecypcoB, TaK U MO CTOMKOCTH) 3aIIUILIEHHBIE CUCTEMBI.

5.6. [IpeeMCTBEHHOCTDH M COBEPILIEHCTBOBAHUE

[IpenmonararoT MOCTOSIHHOE COBEPIICHCTBOBAHUE MEP U CPEJCTB 3AIIUTH HHPOPMAITUN
Ha OCHOBE IPEEMCTBEHHOCTH OPTaHU3ALMOHHBIX U TEXHUYECKUX PELIEHUH, KaJpOBOI0 COCTaBa,
anammza GyakuuonupoBanus UCIT/{x u ee cucTempl 3alUTHI C YI€TOM U3MEHEHUH B METOAAX U
cpelcTBax rnepexnara HHGOpMaIMU, HOPMATUBHBIX TPEOOBAaHUII 110 3alIUTE, JOCTUTHYTOI'O

OTEUYECTBEHHOI'0 U 3apy0eKHOI0 ONbITa B 3TOH 00J1acTH.

5.7. IlepcoHaibHASI OTBETCTBEHHOCTh

[Ipenmosaraet BO30KeHNE OTBETCTBEHHOCTH 3a obecriedeHue Oezomacuoctu [1J1H u
CUCTEMBI X 00pabOTKU Ha KAXJI0TO COTPYAHHKA B IpeJeiax ero noJiHoMouuil. B coorBercTBUM
C 3TUM MIPUHIIMIIOM PACIIPEICIICHHUE MPaB U 00S3aHHOCTEH COTPYTHUKOB CTPOUTCS TAKUM
00pa3oMm, 4TOOBI B CiTydae J000ro HapyIIeHHs] KpyT BHHOBHUKOB OBLIT Y€TKO U3BECTEH WU

CBEJICH K MUHUMYMY.

5.8. IlpuHUMIT MUHUMH3AUMU TTOJTHOMOYHIH

O3HauvaeT mpeaoCTaBICHHE MMOJIH30BATEISIM MUHUMAJIBHBIX MPaB JIOCTYIAa B COOTBETCTBUU
C TIPOU3BOACTBEHHON HEOOXOAMMOCTHIO, HA OCHOBE MPHUHIIMIIA «BCE, YTO HE pa3pelieHo,
3aIPEIIECHO.

Hoctyn k [1/IH nomkeH npeaocTaBasThCs TOJIBKO B TOM cllydae U 00beMe, eClIi 3TO

HCO6XO,I[I/IMO COTPYAHUKY IJISA BBIIIOJIHECHUA €T0 NOJIDKHOCTHBIX 00513aHHOCTEH.

5.9. BzaumopeiicTBue U COTPYIHHYECTBO

IIpennonaraer co3nanue 6aronpusTHONH aTMOC(epsl B KOJUIEKTUBAX MOIpa3/ieiIeHUH,
obecneunBaromux aesareabHocTh UCIIIH Yupexaenus, 1151 CHUKEHUS BEPOSATHOCTU
BO3HMKHOBEHUS HETATUBHBIX JIEHCTBUI CBA3aHHBIX C UEJIOBEYECKUM (DaKTOPOM.

B Takoit 06cTaHOBKE COTPYIHUKH JTOJIKHBI OCO3HAHHO COOJIOIATh YCTaHOBJICHHbBIE
IIPaBWJIa U OKA3bIBaTh COJEHCTBUE B ACSTEIBHOCTH MOAPA3IEICHUNA TEXHUUECKON 3alUThI
uH(pOpMaLIUH.

5.10. I'mOkocTh cucremsl 3amuThl I1/10

[IpuHsATHIE MEPBI U YCTAaHOBJIEHHBIE CPEACTBA 3aIUThI, 0OCOOEHHO B HAYaJIbHBINA MEPHOJ]

HX OKCIUTyaTaguu, MOTr'yT obecneynBaTh Kak I-Ipe3MepHI:II\/’I, TaK U HEJOCTATOYHBIH YPOBCHB



3auThl. [ oGecnieueHns BO3MOKHOCTH BapbUPOBAHUS YPOBHEM 3aIIMILIEHHOCTH, CPEICTBA
3aIUTHI TOJHKHBI 00J1a/1aTh ONPEAETICHHON THOKOCThI0. OCOOEHHO BayKHBIM 3TO CBOMCTBO
ABIISIETCS B T€X CIIy4asiX, KOTJla YCTAaHOBKY CPEJICTB 3allUThl HEOOXOIUMO OCYIIECTBIISATH Ha

paboTaronyo CUCTeMY, He HapyIas mporecca e HOpMaIbHOTO (DYHKITMOHUPOBAHHSI.

5.11. OTKpPHITOCTH AJTOPUTMOB M MEXAHU3MOB 3AIIUTHI

CYTB IMpUHOHIIA OTKPBITOCTH aJITOPUTMOB U MCXAaHHU3MOB 3allITUTBI COCTOUT B TOM, YTO
3alUTa He JOJHKHA 00€CIeYrBaThCs TOIBKO 3a CYET CEKPETHOCTU CTPYKTYPHOI OpraHu3aluu U
AITOPUTMOB (PYHKIIMOHUPOBAHUS €€ MOJACUCTEM. 3HAHUE AITOPUTMOB PaOOThI CUCTEMBI 3aITUTHI
HE JIOJDKHO JIaBaTh BO3MOKHOCTH €€ IIpeoaosieHus (qaxke aBTopam). OiHaKO, 3TO HE 03HAYAET,

9T0 HH(POPMAIUA O KOHKPETHOH CHCTEME 3alIMThI JOJDKHA OBITH 00MIEIOCTYITHA.

5.12. IIpocToTa NpUMEHEHUS CPEACTB 3AIIUTHI

MexaHu3MBI 3aIIUTHI JOHKHBI OBITh MHTYUTUBHO MOHSTHBI U MPOCTHI B UCIIOIH30BAHUH.
[IpumMeHeHue CpeCTB 3alUThI HE IOJDKHO OBITh CBSI3aHO CO 3HAHUEM CIEIIUATIbHBIX SI3bIKOB UJIU
C BBITIOJIHEHUEM JIEUCTBHM, TPEOYIOIMNUX 3HAUUTEIBHBIX JOTOJHUTEIBHBIX TPYA03aTpaT Mpu
00BIYHOI paboTe 3aperuCTPUPOBAHHBIX YCTAHOBICHHBIM MOPSIKOM MOJIb30BaTENEH, a TAK)KE HE
JIOJKHO TPeOOBATh OT MOJIH30BATEIIS BEITIOTHEHHSI PYTUHHBIX MAJIOMOHITHBIX €My OTlepaliuii
(BBOJ HECKOJIBKUX TAPOJICH M UIMEH | T.1I.).

JlomkHa TOCTUTaThCsl aBTOMATH3aIIMs MaKCUMAaJIbHOT'O YKCIa ASHCTBUM MOJIb30BaTeIeh U

agmuauctparopos UCII/IH.

5.13. Hayuynasi 000CHOBAHHOCTb M TEXHHYECKAasl Peajin3yeMocTh

NudopmannoHHble TEXHOJIOTUH, TEXHUYECKUE U TPOTPAMMHBIE CPEICTBA, CPENICTBA U
MepBbI 3aIUTHl THPOPMAIUH T0JKHBI OBITh PEaTM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKH U TEXHUKHU, HAYYHO 0OOCHOBAHBI C TOYKU 3PEHUS TOCTHKEHHUS 3aJAaHHOTO YPOBHS
0€e30MacHOCTH I/IH(l)OpMaHI/II/I " JOJDKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOPpMaM U

TpeboBaHusM 1o 6e3omacHocTu [1/]H.

C3I1n nomxHa OBITH OPUEHTUPOBAHA Ha PEIICHUS, BOZMOXKHBIE PUCKH U KOTOPBIX U
MEpBI MPOTHUBOJACUCTBHUS ITUM PUCKaM MPOIILITH BCECTOPOHHIOK TEOPETUUYECKYIO U
MPaKTUYECKYIO POBEPKY.

5.14. Cnenmanau3anusi 1 npodeccuoHaTN3M

[Ipenmonaraer nmpuBiIeUeHUE K Pa3pabOTKe CPEICTB U PeaTu3allii Mep 3allUThI
I/IH(i)OpMaHI/II/I CIICUAIN3UPOBAHHBIX opraHmauHﬁ, Hauboiee MMOATOTOBJICHHBIX K KOHKPETHOMY

BUAY ACATCIIBHOCTH 110 obecneueHNI0 OE30IMacCHOCTH HI[H, HUMCIOIIIUX OIIBIT HpaKTHqCCKOﬁ



pabOTHI ¥ TOCYIapPCTBEHHYIO JIMIICH3HIO Ha ITPAaBO OKa3aHMUs YCIYT B 3TOi oOnacTu. Peanmsanus
AIMUHHUCTPATUBHBIX MCP U SKCILTyaTallusd CPpCACTB 3allIMThI JOJDKHA OCYHICCTBIIATHCA
podecCHOHAIBHO MOATOTOBICHHBIMHU CIICIIUATUCTAMH Y UPESIKACHUSL.

5.15. O06s13aTeIbHOCTH KOHTPOJIA

[Ipennonaraer 005A3aTENBHOCTh M CBOEBPEMEHHOCTD BBISIBICHUS M TPECEUCHHUS TIOMTBITOK
HapyIIeHHs yCTAaHOBJICHHBIX paBui obecriedenus 6eszonacuocty [1/1H Ha ocHOBe
UCTIOJIb3YEMBIX CUCTEM U CPEJICTB 3aIIUTHI MH(POPMALIUU TIPU COBEPLICHCTBOBAHUN KPUTEPHUEB U
METOJIOB OLIEHKH 3((EKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTpouIb 3a JesTeNbHOCTHIO JF000T0 MOJIb30BaTeNs, KaKI0T0 CPEACTBA 3alUTH] U B
OTHOUICHUH JTIF000T0 OOBEKTA 3aIIUTHI IOJDKEH OCYIIECTBIATHCS HA OCHOBE ITPUMEHEHUS CPEICTB
OIICPAaTUBHOI'O KOHTPOJIA U PEruCTpai U AOJDKCH OXBAThIBATh KaK HCCAHKIITMOHUPOBAHHBIC,

TaK 1 CAHKIIMOHWPOBAHHBIC I[CﬁCTBI/I?I MMOIB30BaTEIICH.
6. Mepsbl, MeTOABI U CpecTBa o0ecnieyeHHs TPedyeMoro ypoBHs
3aIMIIEHHOCTH

Obecneuenne TpeOyeMOro ypoBHS 3alIUIIEHHOCTH JODKHOCTHU JIOCTUTATHCS C
HCIIOJIb30BaHUEM Mep, METOJIOB U CpelIcTB Oe3omacHoCcTH. Bee Mepsl oOecnieueHus

6e3onacuoctu MCII/IH nonpa3zaenstorces Ha:
3aKOHOJATebHbIE (IIPAaBOBbIE); MOPAIbHO-
THUYECKHUE;
OpraHM3allOHHbIE (aIMUHUCTPATUBHbIE);
¢busnyeckre; TeXHUUECKHe (anmapaTHble U
IIPOrpaMMHBIE).

Hepequb BBI6paHHBIX MEp obecneueHus 0€30IaCHOCTH OTpaXKacTCA B Jlmane

MCpOHpI/IflTI/Iﬁ o 00eCIeUEHUIO 3alIUTHI IIEPCOHAJIBHBIX TaHHBIX

6.1. 3akoHoaaTebHbIE (IPABOBBIE) MePHI 3aLIUTHI

K npaBoBBIM MepaM 3aIUTHI OTHOCATCS JEHCTBYIOIINE B CTPAHE 3aKOHBI, YKa3bl U
HOpPMAaTHBHBIE aKThl, periaMeHTUpYIOIMe NpaBuiia ooparienus ¢ [1/1H, 3akpensionye npasa u
00513aHHOCTH YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOILLEHUH B Mpoliecce ee 00paboTKu U
UCIIOJIb30BaHNUs, a TAK)KE YCTAHABIUBAIOIIKME OTBETCTBEHHOCTD 3a HAPYLICHUS ITUX IIPABUIL,
MPENATCTBYS TEM CaMbIM HEMPABOMEPHOMY MCHOJb30BaHuI0 [1/IH 1 sBisromumecs

CACPIKUBAIOIIIUM (baKTOpOM JJIs1 MOTCHIMAJIbHBIX HapyI_HI/ITeJ'ICI\/'I.



[IpaBoBbIE MEPHI 3aUTHI HOCST B OCHOBHOM YIPEKIAIOIIHMA, MTPOPUITAKTHICCKUAN
XapakTep U TPEOYIOT MOCTOSTHHON Pa3bsICHUTEILHOU PabOTHI C MOIH30BATEISIMU U
00CITyKUBAIOUIIM IIEPCOHATIOM CHUCTEMBI.

6.2. MopajibHO-3TH4YEeCKHE MePbI 3a1UThI

K MopanbHO-3THUYECKHM MepaM OTHOCATCS HOPMBI MIOBEJICHHS, KOTOPbIE TPaAULIMOHHO
CJIOKWJIMCh WM CKJIAJIBIBAIOTCS 110 Mepe pacrpocTpanenus DBM B crpane nim obmiectse. O1u
HOPMBI OOJIBIIEH YaCThIO HE SIBJISAIOTCS 00513aTENbHBIME, KaK 3aKOHO/IaTEIbHO YTBEP)KICHHBIC
HOPMAaTUBHBIC AKThbI, OJJHAKO, UX HGCOGJIIOI[GHI/IG BCACT O6BI‘-IHO K MIaJICHUIO aBTOPUTCTA,
MMpECTUIKA YCIIOBCKA, I'PYHIIbI JIMI UJIM OpraHUu3alnuu. MOpaHBHO-BTI/I‘-IeCKI/Ie HOPMbI GBIBaIOT KaK
HenucaHble (Harpumep, oOIenprU3HaHHbIE HOPMBI YeCTHOCTH, MATPUOTU3MA U T.I1.), TaK U

IHCaHbIe, TO €CTh O(OPMIICHHBIE B HEKOTOPBIH CBOJ (yCTaB) MPaBHJI UM MPEANUCAHUI.

MopanibHO-3TUYECKHE MEPBI 3aLUTHI SBJIAIOTCS NPOYUIAKTHUECKUMH U TPEOYIOT
IOCTOSIHHOW PabOThI IO CO3/1aHUIO 3J0POBOTO MOPAJIBHOIO KJIMMATa B KOJUIEKTUBAX
nojpaseneHuil. MopajibHO-3TUYECKHE MEPBI 3aLUThl CHUXKAIOT BEPOSTHOCTh BOZHUKHOBEHUS

HETaTUBHBIX JCHCTBUI CBSA3aHHBIX C YEJIOBEYECKUM (DaKTOpOM.
6.3. Opranu3anuoHHble (A AMUHUCTPATHBHbIE) MePbI 3allIUThI

OpranuzalnoHHble (aIMUHUCTPATUBHBIE) MEPBI 3AILUTH — 3TO MEPHI
OpraHU3alMOHHOTO XapaKTepa, peryiaMeHTupyouue npoueccsl Gpynkiuonuposanus UCIH,
ucnonb3zoBanue pecypcoB UCIIJIH, nesTeasHOCTh 00CTYKUBAIOIIETO IEPCOHANIA, a TAKKE
HopsI0K B3auMoieiicTBus nosib3oBarenei ¢ MCII/IH Takum oOpa3om, yToObI B HaUOOIbIIEH
CTENEeHU 3aTPYIHUTH WIN UCKIIOYUTHh BO3MOXHOCTh PEaIn3alluu yrpo3 6€30MacHOCTH WU
CHU3UTb Pa3Mep MOTEPH B CIIydae UX pean3allH.

I'maBHas nenb aIMUHUCTPATUBHBIX MEP, IPEANPUHUMAEMBIX Ha BBICIIEM
yIpaBJIeHYECKOM YpoBHE — cpopmupoBats [lonutuky nnpopmarronHoit 6ezonacuoctu I/
(oTpakarolyro MOIX0/bI K 3alIUTe MHPOPMAILIUK) U 00ECTICUYUTh €€ BBITIOJIHEHHE, BBIICIISISA
HE00XO0/IMMBbIE PECYPChl U KOHTPOJIHUPYS COCTOSIHUE 1.

Peanuzarus [Momutuxku nadopmarmonnoit 6ezonacuoctu [11n 8 UCIT[IH cocTosT 3 Mep
aJIMUHUCTPATUBHOTO YPOBHS M OPraHU3allMOHHBIX (IIPOIETyPHBIX) MEp 3aIIUThl HHPOPMALIUH.

K anMMHMCTpaTHBHOMY YPOBHIO OTHOCSITCS PEIIEHUS PYKOBOJCTBA, 3aTparuBarolne

nesrenbHocTh UCII/IH B 1iesniom. Otu pemienus 3akpervisitores B [loauTrke nHGOpMaLnOHHOM

6e3omacHocTH. [IpuMepom TakuX pereHuil MOryT ObITh:



MPUHSATHE pelieHus: 0 GOPMHUPOBAHUH WU MIEPECMOTPE KOMILIEKCHOM MpOrpaMmbl

obecrnieuenus 6e3onacHocTu [1/]H, onpeneneHrne OTBETCTBEHHBIX 32 €€ pealli3aluio;

(bOpMYJ'II/IpOBaHI/Ie ueneﬁ, IIOCTaHOBKaA 3aaa4, OIPCACIICHUE HaHpaBJ’ICHI/Iﬁ JACATCIIBHOCTHU

B oOnactu 6e3onacHocTy [1JIH; npuHsTHE pelIeHui 0 BOIpocaM pealn3aliy IporpaMMbl

0€301acCHOCTH, KOTOpbIE
paccMaTpUBAIOTCS HA YPOBHE YUPEXKICHUS B 11e710M; 00ecrieueHre HOpMaTUBHOM

(mpaBoBOif) 6a3bl BOIIPOCOB OE30MACHOCTH U T.II.

ITonuTHKa BEpXHEro ypoBHs JIOJKHA YETKO OYEPTUTh Cepy BIMSHUSA U OrpaHUYCHHUS
IpuU orpeieneHun ueien 6e3onacHoctu I1/IH, onpenenuTs KakuMu pecypcamu (MaTepHaibHbIe,
NEPCOHAT) OHU OYIyT JOCTUTHYTHI M HAWTH Pa3yMHBIH KOMIPOMHCC MEXKAY PUEMIIEMBIM
ypoBHEM Oe3011acHOCTH U pyHKIHOHATBHOCTbIO MCII/IH.

Ha oprann3animoHHOM ypOBHE ONPEAEIIAOTCS IPOLEAYPHI U IIPaBUiia JOCTUKEHUS LEIel

u peuenus 3aaa4 [lomutrku napopmarmonnoit 6ezonacHoctu [1J[H. ITu npaBuna onpeneistor:

KaKoBa 00JIaCTh MPUMEHEHUS TIOTUTHKYU Oe3onacHoctu [1]1H;

KaKOBBI POJIM U 00513aHHOCTH JIOJPKHOCTHBIX JIMII, OTBEYAIOIIUE 3a IPOBEACHNUE OJIUTUKU
6e3onacHoctH [1/]H, a Tak e UX yCTaHOBUTH OTBETCTBEHHOCTh; KTO
nMeer npasa gocryna k [1/1H;

KaKuMH MCpaMH U CpEACTBaAMHA obOecreunBaeTCs 3aluTa HI[H,

KaKuMH MCpaMH U CPpCACTBaAMHU obOecreunBaeTCs KOHTPOJIb 3a CO6JHO)1€HI/IGM BBCICHHOI'O

pexurma 6€30acHOCTH.

OpraHI/ISaHI/IOHHHe MCEPbI JOJIKHBIL: ITPEAYCMATPUBATD PECTIIAMCHT

MH(POPMAITMOHHBIX OTHOIIEHUN, UCKITIOYAFOIIINX

BO3MOXHOCTb HCCAHKITMOHUPOBAHHBIX HGfICTBI/IfI B OTHOILIIEHUU 00HLEKTOB 3aI0UTEI; ONIPCACIATH

KOQIMIIMOHHBIE U UEPAPXUUECKUE IPUHLHUIIBI U METOJIBI pPa3rpaHuyCHUS
noctyna k [1JH; onpeaensaTs mopsaok paboThl ¢ TPOrpaMMHO-MAaTEMATHIECKUMH U
TeXHUYECKUMHU

(annapaTHHe) CpE€ACTBaMHU 3aIIMTHI U KPUIITO3AIWUTEI U APYTUX 3allIUTHBIX MEXaHU3MOB,
OpraHnu30BaThb MEPLI HpOTHBO,[[GfICTBHH HCI[ II0JIB30BAaTC/IAAIMH Ha 3Tallax
aYTeHTI/I(bI/IKaHI/II/I, aBTOpHU3aluH, I/I}I[eHTI/I(l)I/IKaI_[I/II/I, O6€CH€‘-II/IBaIOH_[I/IX rapaHTHUH p€aln3anuu

npaB 1 OTBETCTBCHHOCTU CYG’beKTOB I/IH(pOpMaLII/IOHHBIX OTHOIIICHUH.



B opranm3zanuonHbie MephI T0KHBI COCTOATH M3: PeTrjlaMeHTa J0CTyIa B
nomenieHus:t UCIIJIH; mopsiaok J0mycKka COTPYIHUKOB K UCIIOJIB30BAHUIO PECYPCOB
NCIIdn YupexaeHus; perjiaMeHTa poieccoB BeJAeHH 0a3 TaHHBIX U

OCYIIECTBICHHUS MOIU(DUKAITIH

WH(OPMAIIMOHHBIX PECYPCOB; PEriIaMeHTa MPOIIECCOB OOCITYKHUBAHUS M OCYIIICCTBIICHUS

MO,I[I/I(bI/IKaI_[I/II/I alrapaTHbIX U

nporpamMmmubix pecypcoB UCII/IH; nnctpykuuii nonb3oBateneit UCIqx

(ammunuctparopa UCII/IH, anmMuHucTparopa
6e3onacHocTH, onepatopa UCIIJ/IH); MHCTPYKIIKS MOIb30BaTENs IPH
BO3HMKHOBEHHMH BHEIITATHBIX CUTYaIUH.

6.4. ®uznueckne Mepbl 3aLUTHI

@u3nuecKue Mephl 3aIUTHl OCHOBAHBI HA TPUMEHEHUH Pa3HOTO PO/ia MEXaHHUECKHUX,
AIIEKTPO- WIIU JIEKTPOHHO-MEXaHUYECKUX YCTPOWUCTB U COOPY)KEHHMH, CIICIIHATBHO
NpeIHa3HAYSHHBIX IS CO3JaHus (PU3NIECKUX MPETATCTBUI HAa BO3MOYKHBIX IYyTSIX
NPOHUKHOBEHHS U IOCTYIA MOTEHIUAIBHBIX HAPYIIUTENCH K KOMITOHEHTaM CUCTEMBI U
3anUImaeMoi HHpOpMaIy, a TakyKe TEXHUYECKUX CPEICTB BU3YyalbHOTO HAOIIOIEHUS, CBSI3H U
OXPaHHOM CHTHAJIH3aLUH.

dusnueckas 3aluTa 3/1aH1H, TOMeIIeHu, 00bEKTOB U CPEICTB MH(POPMATU3ALNH
JIOJDKHA OCYHIECTBIISITHCS MTyTEM YCTAHOBJICHHUS! COOTBETCTBYIOIIMX TIOCTOB OXPAHBI, C IIOMOIIIBIO
TEXHUYECKHUX CPEJICTB OXPaHbl HIIU JIFOOBIMHU JIPYTUMH CIIOCOOAMHU, MPEIOTBPAILAIOITUMH WIH
CYIIECTBEHHO 3aTPYIHSIONIMMH TPOHUKHOBEHHUE B 3/IaHKE, TTOMEIIEHHUS IIOCTOPOHHUX JIHII,
XHILEHHE HHPOPMALIMOHHBIX HOCUTEJEH, CAMUX CPEJCTB HH(OPMATH3ALUU, UCKITIOYAIOIIUMH

HAaXOXXJACHUC BHYTPU KOHTpOHpreMOﬁ (OXp&HHGMOI’I) 30HBI TCXHUYCCKUX CPCACTB PA3BCAKH.

6.5. AnnaparHo-nporpaMmMublie cpeacTa 3ammThl [11H

TexHuueckue (anmapaTHO-IPOrpaMMHBIE) MEPHI 3aIIUThl OCHOBAHBI HA UCTIOIb30BAHUU
Pa3JIMYHBIX AJIEKTPOHHBIX YCTPOMCTB M CIIEHHAIBHBIX MMporpamM, BXxoasamux B coctaB UCITIH u
BBITIOJTHSIONINX (CAMOCTOSTEIBHO UM B KOMILIEKCE C IPYTUMH CPEACTBaMH) (QYHKIIUU 3alTUThI
(npeHTHUKAINIO U ayTeHTU(PUKAIIUIO TIOJIb30BaTeNIel, pa3rpaHMueHNE TOCTYIIa K pecypcam,

perucTpanuio coObITUi, KpUNTOrpapruecKoe 3aKpeITHE UHOOPMAIUH U T.1.).



C yueroMm Bcex TpeboBaHMil 1 mpuHIMIOB obecnieuenus 6e3onacHoctu [1Jn B UCITdH
10 BCCM HAITPABJICHUAM 3alIUTHI B COCTAB CUCTCMBbI 3allIUThI JOJI’KHBI GBITB BKJIIFOYCHBI

CIIeyIOIINe CPECTBA!
cpencTBa uaeHTU(UKauy (OM03HABaHUS) M ayTeHTU(DHUKAINH (TTOATBEPKICHUS

noayimHHOCTH ) osik3oBareneld UCIIIH; cpencTBa pasrpaHuyeHus J0CTyIa

3apErUCTPUPOBAHHBIX MOJIb30BATENIEH CUCTEMBI K

pecypcam UCII/IH YupexaeHus; cpencta 00ecriedeHns U KOHTPOJIS IEJTOCTHOCTH

MPOrPaMMHBIX U HH(POPMAIIMOHHBIX
PECYPCOB; CPEICTBA OTIEPATUBHOTO KOHTPOJISL M PETHCTPAIIH COOBITHI
0e30MmacHOCTH; KpUnTorpaguieckue cpenctaa 3amuThl [1/1H.

VYcnemHoe npuMeHeHNe TEXHUUECKUX CPEJCTB 3aIlMThl HA OCHOBAHUN IIPUHIIUIIOB
(pa3zen 5) mpennosaraer, 4To BBIIOJIHEHUE IEPEUUCIICHHBIX HIDKE TpeOOBaHUM o0ecrieueHo
OpraHU3alMOHHBIMU (aAMUHUCTPATUBHBIMU) MEPAMU U MCIIOIb3YEMbIMU (PU3NYECKUMU
CPEICTBaMU 3aLIUTHI:

obecrnieyeHa pusnyeckas 1esnocTHocTh Beex komnoHeHT UCIT/H;

Kax/plii coTpyaHuk (noab3oBarens VCII/H) win rpynna noias3oBareneil uMeer
YHHUKQJIbHOE CUCTEMHOE UMl U MUHUMaJIbHO HEOOXOUMbIE JJIs1 BBIIIOJHEHHSI UM CBOUX
(GYHKLIHMOHATIBHBIX 0053aHHOCTEH MMOJTHOMOUUS 10 IOCTYIY K pecypcaM CUCTEMBI; B
NCTIIn Yupexaenus pa3paboTka U 0TJIaJIKa MPOrpaMM OCYIIECTBIIAETCS 3a
npenenamu UCIIJIH; Bce n3MeHeHus: KOHQUTYpallui TEXHUYECKUX U TPOrPaMMHBIX

cpencts UCII/In
MIPOU3BOJIATCS CTPOTO YCTAHOBJIEHHBIM MOPSAIKOM (PETUCTPUPYIOTCS U KOHTPOIUPYIOTCSI)
TOJIbKO Ha OCHOBAHUU PACIOPSHKEHUH PYKOBOJICTBA YUPEKACHUS; CETEBOE 000PYAOBaHHE
(KOHIIEHTPATOPbI, KOMMYTAaTOPbI, MApLIPYTU3aTOPHI U T.I1.)
pacroiaraeTcsi B MECTax, HEJJOCTYIHBIX JIJIsl TOCTOPOHHUX (CTeHaIbHBIX TOMEIICHHUSX,
mkadax, u T.I1.).

CHELUATUCTaMU Y UpEKAEHUS OCYLIECTBISAETCS HEIPEPHIBHOE YIIPABICHUE U

AIMUHHUCTpATHBHAs NOAACPIKKA (bYHKI_II/IOHI/IPOBaHI/IH CpCACTB 3allIMUTHI.

7. Kontpoas 3¢ppextuBHocTH cuctemsl 3amuThl UCIIIH Yupexaenus



Kontponb apdpexruroctu C3I1/IH 10KEH OCYIIECTBIASETCS HA TIEPHOTAUECKON
ocHoBe. Llenbro KOHTpoIs 3P PEKTUBHOCTH SBIISIETCS CBOCBPEMEHHOE BBISIBIICHUE
HeHaanexamux pexxumoB padotsl C3I1/[H (oTKIIFOUEHUE CPEACTB 3aIlUThI, HAPYIICHUE PEKUMOB
3alIUThl, HECAHKIIMOHUPOBAHHOE U3MEHEHHE PEXKUMA 3aIUTHI U T.I1.), @ TAK IPOTHO3UPOBAHUE U
IIPEBEHTUBHOE PearupoBaHUE Ha HOBbIE yrpo3bl 6e3omacHocTu [1/]H.

KoHTpoib MOXKET MPOBOAUTHCS Kak aaMuHHCTpaTopamu 6ezonacHoctu UCITIH
(orepaTuUBHBIN KOHTPOJIb B Mporiecce nHpopmanronHoro 3anmoeiictsus B UCIIInH), Tak u
MPUBJIEKAEMbBIMHU ISl 3TOM 1[E€JIM KOMIETEHTHBIMU OPTaHU3aLUSIMH, UMEIOIIUMU JIMIICH3UIO HA
3TOT BUJ JiesaTenbHOCTH, a Takke DCTIOK Poccuu u ®Ch Poccuu B mpeenax ux KOMIETCHIIUH.

KoHTposib MOXET OCYIIECTBIATHCSA AAMUHUCTPATOPOM O€30MaCHOCTH KaK C TTIOMOIIIBIO
HITaTHBIX CPEJICTB CUCTEMBI 3alUThI [1J{H, Tak ¥ ¢ MOMOIIBIO CHIEIHATBHBIX TPOTPAMMHBIX
CPEICTB KOHTPOJIS.

Onenka 3¢ dekTuBHOCTH Mep 3amuThl [1J{H TpoBOAUTCS ¢ UCTIOIB30BAHUEM TEXHHUYECKHUX

H IpOTrpaMMHBIX CPCACTB KOHTPOJIA Ha IPEAMET COOTBETCTBUA YCTAHOBJIICHHBIM Tpe6OBaHI/I$IM.

8. Cdepnl oTBeTcTBeHHOCTH 32 Oe30nacHoCcTh [1/IH
OTBETCTBEHHBIM 32 Pa3pabOTKy Mep U KOHTPOJIb HaJ oOecreueHueM 0e30MacHOCTH
MNEPCOHAJIBHBIX NAHHBIX ABJIACTCA PYKOBOJUTCIIb quemaeHHs{. PYKOBOIII/ITGJII) MOXET

ACJICTUPOBATDH YaCTh MMOJTHOMOYHI IT0 00€CIICUCHUIO 0€30ITaCHOCTH INEPCOHAJIbHBIX TaHHBIX.

Cdepa 0TBETCTBEHHOCTH PYKOBOAUTENS BKIIOYAET CIIEAYIOIINE HAllPaBJICHUS

obecrieuenus 6e3omacHocty I1/1H:
[TmanupoBaHue U peam3aius Mep 1o ooecrieueHuto oesonacuoctu [1]/1H;

Amnanu3 yrpo3 6e3onacuoctu I1/1H;

Pazpabotky, BHeJpeHUE, KOHTPOJIb UCIIOJHEHUS U MOAJIEPKAHUE B aKTYaJIbHOM
COCTOSIHMM MOJUTHUK, PYKOBOJICTB, KOHIIETIINH, POLIEAYD, PEIVIAMEHTOB, HHCTPYKIUNA U JPYTUX
OpraHU3alMOHHBIX JOKYMEHTOB 110 00€CIIeYeHUI0 O€30aCHOCTH;

Kontpons 3amumennocta UT undpactpykrypsl Komnanuu ot yrpos Ub myrewm;

Oo6yuenue u uapopmupoBanue nonszosareneit UCII/H, o mopsiake padotsl ¢ [1/10 u
Cpe/IcTBaMU 3aIlUTHI;

[IpenoTBpaienue, BbIBICHUE, PEATUPOBAHUE U PACCIEA0OBAHUE HAPYLIEHUI

oe3onacHocTH [1]1H.



[Ipu B3auMoIeHiCTBUU CO CTOPOHHUMHU OPTaHU3AIMSIMH B CITy4asiX, KOI/1a COTPYIHUKAM

ATHUX OpraHU3alMi MPEAOCTABIAETCA JOCTYI K 00bEeKTaM 3aIuThI (pasaen 3), ¢ STUMHU

OpraHru3alrsMU JO0JDKHO OBITE 3aKIoueHo «CornameHue o KOH(bI/II[eHHI/IaJ'IBHOCTI/I», h19%(s10)

«Cornamenue o coonmoaeann pexxuma o6e3omacuoctu [1/{x npu BemonHernn padot B UCIT .

HOIIFOTOBKa THUITOBBIX BAPUAHTOB 3THUX COrJIalieHun OCYHICCTBIIACTCA COBMCCTHO C

Opuanyeckum oTaenom.

9. Moaeb HapymIuTe/ 51 0€30MaCHOCTH
[lox HapymuTeneM B YupexaeHUH HIOHUMAETCS JIULO, KOTOPOE B pE3yJIbTaTe
YMBIIIUICHHBIX WIH HEYMBIIIUICHHBIX ACHCTBHI MOXKET HaHECTH ymepO oO0beKTaM 3alTuThl
(pazmen 3).
Hapymurenu noapasaenstores no npusHaky npunagiexxsnoctu k UCIT/H. Bee

HApYIIUTCINU ACTIATCA Ha ABC I'PYIIIIbIL:

* BHEIIHHE HAPYIIUTEIU — (PU3UIECKHE 1A, He UMCIOIIHE ITpaBa MpeObIBaHUS Ha
TEPPUTOPUN KOHTPOJIUPYEMOI 30HBI, B MpeiesiaX KOTOPOH pa3MelaeTcst 000py10BaHKe
HUCIIdx;

+ BHYTPEHHUE HAPYIIUTEIH — PUINICCKUE JIUIA, HMCIOIINE TIPABO TPeObIBAHMS HA

TEPppUTOPUN KOHTpOHpreMOﬁ 30HBI, B IIpEACIax KOTOpOfI pa3MeacTCAa O60py,HOBaHI/Ie

NCTIH.
Knaccudukanus Hapymmrenei npeacrasieHa B Mojenu yrpo3 6€30macHOCTH

MEePCOHANIbHBIX aHHbIX Kaxaon UCII/H.

10. Moaesb yrpo3 6e30nacHOCTH

Jns UCIIH YupexaeHus BoIACISAIOTCA CAEAYIOIINE OCHOBHBIE KATETOPUHU YTPO3
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX:
YTpo3sl OT YTEUKH 10 TEXHUYECKUM KaHAJIaM.
VYTrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYyINa K HHPOPMAIIUH:
+ Yrpo3sl yHUUTOXKEHUS, XUIIeHNs annapatHbix cpeacts MCIIIH Hocurenen

nHpopmanuu nyreM ¢puznyeckoro aoctymna k anementam UCI/IH.

. prOSBI XHUIICHUA, HecaHKHHOHHpOBaHHOﬁ MO,Z[I/I(I)I/IKaI_II/II/I nin 6J'IOKI/Ip0BaHI/I}I

nH(popManuu 3a cuet HecaHKImoHupoBaHHOTro noctymna (HCJ) ¢ mpumenennem



IIPOrpaMMHO-aIIapaTHBIX U MPOTPAMMHBIX CPEJICTB (B TOM YUCIIE
IIPOrpaMMHOMATEMATUYECKUX BO3IEHCTBUI).

* Yrpo3sl HE IPEAHAMEPEHHBIX JCUCTBUH I10JIb30BATENICH U HAPYILICHUN
oe3onacHoctu ¢pynkimonuposanus UCIIIn n C3I1/{x B ee cocTaBe n3-3a c60eB B
IPOrpaMMHOM 00eCIIeUeHUH, a TAKXKE OT YTPO3 HEAHTPOIIOTEHHOTO (cO0EB amnmaparypsl
13-32 HEHAJIS)KHOCTH JIEMEHTOB, COOEB 3JIEKTPOIUTAHUS) U CTUXUUHOTO (yIapOB MOJIHHM,

[10’KapOB, HABOJHEHUH U T.I1.) XapaKTepa.
* Yrpo3sl IpeAHAMEPEHHBIX ACUCTBUN BHYTPEHHUX HAPYIIUTEIICH.

* Yrpo3bl HECAaHKIIMOHUPOBAHHOI'O JOCTYIA 110 KaHajlaM cBa3d. Onucanue yrpos,
BEPOSITHOCTb UX peallu3alliy, ONTACHOCTh U aKTyaJlbHOCTb IIPEJCTaBIeHbI B MoJienu yrpo3

0€30IMaCHOCTH MTePCOHATBHBIX MaHHBIX Kax ol MCIIIH.

11. Mexanu3m peanusanuu Konuenuuun

Peanuzanus KOHHGHL{I/II/I AOJIDKHA OCYHICCTBJIATHCA HAa OCHOBC IICPCIICKTUBHBIX ITPOIr'paMM

Y TUIaHOB, KOTOPBIE COCTABJISIFOTCSI HA OCHOBAHUHU U BO UCIIOJIHEHUE:
(benepanbHBIX 3aKOHOB B 001acTH 0OecreueHust HHPOPMAIMOHHOW O€30MTaCHOCTH U
3amuThl HHGopManuu; nocranoBineHui [IpasutenscTBa Poccuiickoii @eneparui;
PYKOBOJSIINX, OPraHU3alMOHHO-PACTIOPSIIUTENBHBIX U METOJINYECKUX JOKYMEHTOB
OCTIK Poccun; norpedbnocteit UCIIJIH B cpencTBax obecreueHus: 0€301macHOCTH
uHpopMaluu.
12. Oxunaemplii 3¢ dexr ot peasmzanuu Konuenuuun
Peanuzarus Konnenuuu 6e3onacuoctu [11n 8 UCIIIH mo3BoiuUT:

OLIEHUTH cocTosiHue O6e3onacHocT uHGpopmanuu MCII/IH, BEIIBUTH HCTOYHUKH
BHYTPEHHUX U BHEIIHUX YIpo3 MH()OpMAIIMOHHON 6€3011aCHOCTH, ONPEAeTUTh IPUOPUTETHDIE

HaIlpaBJIEHUS IPEAOTBPALICHUS, OTPAKEHUS U HEUTPAIN3ALUHU 3TUX YTPO3;
pazpaboTaTh pacOpsSAUTEIbHBIE U HOPMATUBHO-METOINYECKUE IOKYMEHTHI
npumMenutenabHo Kk MCITJIH; mpoBecTu KiaccupUKaIMIO U
ceprudukarmo UCIIH;

MMPOBECTU OPTaHU3ANNOHHO-PCIKUMHBIC U TCXHUYCCKUC MCPOIIPUATHUSA 10 00ecIIeYCHUIO



6e3onacuoctu [1/1a B UCII/IH; o6ecnieunTh HEOOXOIUMBIN YPOBEHD

0€301acCHOCTH OOBEKTOB 3AIUTHI.

OcyIecTBICHUE YTHX MEPONPHUITHIA 00ECIICUHUT CO3TAHIE SIUHOMU, IISIIOCTHON 1
CKOOpAMHHUPOBAHHOU cUCTeMbI HHpopMmarmonHoit 6e3onacHoctu UCIT/Ix u co3pacT ycioBus

JJIS €€ JaJbHEHIIIero COBCPHICHCTBOBAHUS.

13. CHnuCcoK HCIO0JB30BAHHBIX HCTOYHUKOB
OCHOBHBIMH HOPMATHBHO-IIPABOBBIMU M METOJIMYECKUMH JOKYMEHTAMHM, Ha KOTOPBIX
0azupyercs Hactosiee [lonokeHue ABISIOTCS:

®denepanpublit 3akoH 0T 27.07.2006 1. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX)» (J1aaee —
@3 «O nepcoHaIbHBIX JAHHBIX»), YCTAaHABIMBAIOUINI OCHOBHbBIE IPUHIUIIBI U YCIOBUS
o0pabotku I1/1H, npaBa, 0053aHHOCTH U OTBETCTBEHHOCTh YYACTHUKOB OTHOLIEHUH, CBSI3aHHBIX
¢ obpadotkoii I[1/1H.

«[Tonoxenne 06 obecrieueHNH 0€30MACHOCTH TIEPCOHATBHBIX JAHHBIX MIPH UX 00padOTKe
B MH(OPMALIMOHHBIX CUCTEMAaX MEPCOHANIBHBIX JaHHBIX», yTBepKAeHHOe [locTaHOBICHNEM
[IpaButensctBa PO ot 17.11.2007 r. Ne 781.

«[Topsinok mpoBeneHus Kinaccuukaniuy UHGOPMAILIMOHHBIX CUCTEM NEPCOHAIBHBIX
JaHHBIX», yTBepkAeHHbIN coBMeCTHBIM [Ipukazom @CTIOK Poccun Ne 55, ®CB Poccun Ne 86 n
Mununpopmessizu PO Ne 20 ot 13.02.2008 r.

«ITonoxxenne 00 0coOeHHOCTIX 00PaOOTKM NEPCOHANBHBIX JaHHBIX, OCYILIECTBIIIEMON
0e3 MCMOIb30BaHuUs CPEACTB aBTOMAaTU3aluNy, yTBepxkaAeHHoe [loctanoBenneM I[IpaBurenscTBa
P® ot 15.09.2008 r. Ne 687.

«TpeboBanus K MaTepraIbHBIM HOCUTEISIM OMOMETPUYECKUX MTEPCOHANBHBIX JAHHBIX U
TEXHOJIOTUSIM XPaHEHUs TAaKUX JTaHHBIX BHE MH()OPMAIIMOHHBIX CUCTEM NEPCOHAIBHBIX JaHHBIXY,

yrBepxkeHHble [loctanoBnenuem IlpaBurenscta PO ot 06.07.2008 r. Ne 512.
HopmaruBHO-MeTo1Mueckne ToKyMeHThl deepanbHOM CTyKOBI IO TEXHUIECKOMY H
IKCHepTHOMY KOHTpoJto Poccuiickoit deneparmu (nanee — @CTIK Poccun) no obecneuenuto

6e3onacuoctu [1/1n mpu ux o6padorke B UCII/H:



PexomeHnanmu o oGecrneyeHn o 6e30MacHOCTH EPCOHATIBHBIX JAHHBIX MPH UX
00paboTKe B MHPOPMALMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAaHHBIX, YTB. 3aM. TUPEKTOpa

OCTIK Poccun 15.02.08 r. (JICIT)

OCHOBHBIE MEPOTIPUSATHUS IO OPTAHU3AIUN U TEXHUIECKOMY 00CCTICUCHUIO OE30TaCHOCTH
MEPCOHAIBHBIX JaHHBIX, O0paldaThiBa€MbIX B HH(OPMALMOHHBIX CHUCTEMaX MEePCOHAIBHBIX
naHHbIX, yTB. 3aM. qupektopa @CTIK Poccum 15.02.08 r. (ACII)

bazoBast Moens yrpo3 6€301macHOCTH MePCOHATBHBIX JAHHBIX MPH HX 00pabOTKE B
WH(OPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX, YTB. 3aM. qupekropa DCTIK Poccun
15.02.08 r. (ACII)

MeTtoauka onpezeneHus akTyadbHBIX YIPo3 0€30MacHOCTH MEPCOHATIBHBIX TAHHBIX MPU

ux 00paboTke B MHPOPMAIIMOHHBIX CHCTEMAX IMEPCOHABHBIX TAHHBIX, YTB. 3aM. TUPEKTOpa

OCTIK Poccun 15.02.08 r. (ACII)
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